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QUESTION 1

The security learn is concerned about the access to all network devices, including the Cisco WLC. To permit only the
admin subnet to have access to management, a CPU ACL is created and applied. However, guest users cannot get to
the web portal. What must be configured to permit only admins to have access?

A. The guest portal must be configured on the CPU ACLs on the Cisco WLC.

B. Access to Cisco ISE must be allowed on the pre authentication ACL.

C. Management traffic from the guest network must be configured on the ACL rules.

D. Traffic toward the virtual interface must be permitted.

Correct Answer: B

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71978-acl-wlc.html

QUESTION 2

An engineer must run a Client Traffic Stream Metrics report in Cisco Prime Infrastructure. Which task must be run
before the report?

A. scheduled report
B. radio performance
C. client status

D. software

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/2-
O/user/guide/prime_infra_ug/reps.html

QUESTION 3

Which three characteristics of a rogue AP pose a high security risk? (Choose three.)
A. open authentication

B. high RSSI

C. foreign SSID

D. accepts clients

E. low RSSI

F. distant location
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Correct Answer: ACD

https://www.cisco.com/c/en/us/td/docs/wireless/controller/74/configuration/guides/consolidated/
b_cg74 CONSOLIDATED/b_cg74 CONSOLIDATED_chapter_010111001.html

QUESTION 4

An engineer is implementing Cisco Identity-Based Networking on a Cisco AireOS controller. The engineer has two ACLs
on the controller. The first ACL, named BASE_ACL, is applied to the corporate_clients interface on the WLC, which is
used for all corporate clients. The second ACL, named HR_ACL, is referenced by ISE in the Human Resources group
policy. What is the resulting ACL when a Human Resources user connects?

A. HR_ACL appended with BASE_ACL

B. HR_ACL only

C. BASE_ACL appended with HR_ACL

D. BASE_ACL only

Correct Answer: B

https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98590-Per-User- ACL-
WLC.html#configure-acs

QUESTION 5

A wireless administrator must assess the different client types connected to Cisco Catalyst 9800 Series Wireless
Controller without using any external servers. Which configuration must be added to the controller to achieve this
assessment?

A. native profile

B. MAC classification

C. local profile

D. device classification

Correct Answer: D

Source: https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215661-in-depth-
look-into-client-profiling-on-9.html and logging into my own 9800.
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