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QUESTION 1

An engineer is configuring a wireless network for local FlexConnect authentication. What three configurations are
required for the WLC with WLAN 1 and AP Cisco? (Choose three.) 

A. config wlan flexconnect ap-auth 1 enable 

B. config ap flexconnect vlan enable Cisco 

C. config wlan flexconnect local-switching 1 enable 

D. config ap flexconnect vlan wlan 1 Cisco 

E. confog wlan flexconnect vlan-central-switching 1 enable 

F. config ap mode flexconnect Cisco 

Correct Answer: CDF 

 

QUESTION 2

A wireless engineer must configure a corporate wireless network that meets the latest standards and best practices in
wireless security. Which two statements are true about the secure authentication process on a wireless network?
(Choose two.) 

A. EAPOL is used between the authenticator and the authentication server. 

B. RADIUS and TACACS+ are used between the authenticator and the authentication server. 

C. RADIUS and TACACS+ are used between the supplicant and the authenticator. 

D. EAPOL is not used during a secure authentication process. 

E. EAPOL is used between the supplicant and the authenticator. 

Correct Answer: BE 

 

QUESTION 3

Which security method does a Cisco guest wireless deployment that relies on Cisco ISE guest portal for user
authentication use? 

A. Layer 2 and Layer 3 

B. Layer 2 only 

C. No security methods are needed to deploy CWA 

D. Layer 3 only 

Correct Answer: B 
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Reference: http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html 

 

QUESTION 4

When a network engineer plans to implement the client MFP, which three settings should be supported by the client?
(Choose three.) 

A. Cisco Compatible Extensions v5 

B. Short Preamble check box 

C. WEP 

D. WPA2 with TKIP 

E. WPA with TKIP 

F. WPA2 with AES 

Correct Answer: ADF 

 

QUESTION 5

A company is deploying wireless PCs on forklifts within its new 10,000-square-foot (3048-square- meter) facility. The
clients are configured for PEAP-MS-CHAPv2 with WPA TKIP. Users report that applications frequently drop when the
clients roam between access points on the floor. A professional site survey was completed. Which configuration change
is recommended to improve the speed of client roaming? 

A. EAP-FAST 

B. EAP-TLS 

C. WPA AES 

D. WPA2 AES 

Correct Answer: D 

Although the controller and APs support WLAN with SSID using WiFi Protected Access (WPA) and WPA2
simultaneously, it is common that some wireless client drivers cannot handle complex SSID settings. Whenever
possible, Cisco recommends WPA2 only with Advanced Encryption Standard (AES). However, due to standards and
mandatory WiFi Alliance certification process, TKIP support is required across future software versions. Keep the
security policies simple for any SSID. Use a separate WLAN/SSID with WPA and Temporal Key Integrity Protocol
(TKIP), and a separate one with WPA2 and Advanced Encryption Standard (AES). Since TKIP is being deprecated,
Cisco recommends to use TKIP together with WEP, or to migrate out of TKIP completely and use PEAP, if possible. 
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