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QUESTION 1

An engineer requires authentication for WPA2 that will use fast rekeying to enable clients to roam from one access point
to another without going through the controller. Which security option should be configured?

A. PSK

B. AES

C. Cisco Centralized Key Management

D. 802.1x

Correct Answer: C

Explanation: Cisco Centralized Key Management (CCKM) is the first fast-secure roaming method developed and
implemented on enterprise WLANS, created by Cisco as the solution used in order to mitigate the delays explained thus
far,when 802.1X/EAP security is used on the WLAN. As this is a Cisco proprietary protocol, it is only supported by Cisco
WLAN infrastructure devices and wireless clients (from multiple vendors) that are Cisco Compatible Extension
(CCX)compatible for CCKM. CCKM can be implemented with all of the different encryption methods available for
WLANSs, to include: WEP, TKIP, and AES. It is also supported with most of the 802.1X/EAP authentication methods
used for WLANSs, dependent upon the CCX version supported by the devices.

Reference: http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-
technology-00.html#anc8

QUESTION 2

Your connection Is not private
nfolmen rom 192.168.1.10

EXAMPIE. PASTANOIDS, MESSAges, OF Gl rEdpes)
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Refer to the exhibit. An engineer is designing a guest portal on Cisco ISE using the default configuration. During the
testing phase, the engineer receives a warning when displaying the guest portal. Which issue is occuring?
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A. The server that is providing the portal has an expired certificate
B. The server that is providing the portal has a self-signed certificate
C. The connection is using an unsupported protocol

D. The connection is using an unsupported browser

Correct Answer: A

QUESTION 3

Which two requirements must be met to ensure that Cisco ISE can join the Active Directory domain of the company.
(Choose two.)

A. If a firewall exists between Cisco ISE and Active Directory domain server, these ports are allowed through UDP 69,
123, and 389; and TCP 88, 389, 445, 464, 636, 3268, and 3269.

B. The hostname of Cisco ISE is less than 20 characters in length.

C. An account has been created in Active Directory for Cisco ISE that has the necessary permissions.
D. The DNS name is configured on Cisco ISE and resolved on the Active Directory domain server

E. Time synchronization between Cisco ISE and Active Directory must be within 10 minutes.

Correct Answer: CD

QUESTION 4

An engineer ran the PCI report in Cisco Prime Infrastructure and received a warning on PCIDSS Requirement 2.1.1 that
the SNMP strings are set to default and must be changed.

Which tab in the Cisco WLC can the engineer use to navigate to these settings?
A. Management

B. Security

C. Controller

D. Wireless

Correct Answer: A

QUESTION 5

An engineer is configuring a BYOD deployment strategy and prefers a single SSID model. Which technology is required
to accomplish this configuration?

A. mobility service engine
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B. wireless control system

C. identity service engine

D. Prime Infrastructure

Correct Answer: C

Explanation: Please refer to the section "Single SSID Wireless BYOD Self Registration" of the below mentioned link.

Reference: http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-61-BYOD-
Onboarding_Registering_and_Provisioning.pdf
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