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QUESTION 1

Which encryption method makes use of the Michael algorithm?
A. TKIP

B. 40-bit WEP

C. 128-bit WEP

D. AES

Correct Answer: A

QUESTION 2

A WLAN on the WLC is configured for web authentication as the Layer 3 Security policy with the web-auth type Internal.
When a client connects to this WLAN, which two protocols are allowed by default before the client reaches the RUN
state? (Choose two.)

A. DHCP

B. DNS

C. ARP

D. TFTP

E. SNMP

Correct Answer:. AB

QUESTION 3

You are implementing Cisco Identity Based Networking Services on a Cisco Catalyst 3850 Series Switch that uses
downloadable service templates. What is the default password that must be configured on the RADIUS server?

A. cisco

B. Cisco

C. Cisco123

D. ciscol23
Correct Answer: D

Reference: https://www.cisco.com/en/US/docs/ios-xml/ios/san/configuration/xe-3se/3850/san-svc-temp.html
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QUESTION 4

A customer wants to access points in the CEO\\'s office to have different usernames and passwords for administrative
support than the other access points deployed throughout the facility.

Which feature can be enabled on the WLC and access points to achieve this criteria?
A. 802.1x supplicant credentials

B. HTTPS access

C. local management users

D. override global credentials

Correct Answer: C

You can configure administrator usernames and passwords to prevent unauthorized users from reconfiguring the switch
and viewing configuration information. This section provides instructions for initial configuration and for password

recovery.

You can also set administrator usernames and passwords to manage and configure one or more access points that are
associated with the switch.

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3650/software/release/16-
1/configuration_guide/b_161_consolidated_3650_cg/b_161_consolidated_3650_cg_chapter_01010 111.pdf

QUESTION 5

Refer to the exhibit.

W Attributes Details

The security team has configured an IBN profile on ISE for the quest wireless network to provide captive portal service.
Where must the network engineer configure the ACL and portal for the Cisco AireOS controller?

A. GuestPreLogin downloadable ACL on ISE, login portal on ISE

B. GuestPreLogin local ACL on WLC, login portal on ISE

C. GuestPreLogin downloadable ACL on ISE, login portal on WLC

D. GuestPreLogin local ACL on WLC, login portal on WLC

Correct Answer: B

The flow would be the following: -User associate to the Web Auth SSID -User starts its browser -The WLC Redirect to
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the guest portal (ISE/NGS) -The user authenticate on the portal -The Guest Portal redirect back to the WLC with the
credentials entered -The WLC Authenticate the guest user via Radius -The WLC Redirects back to the original URL.

https://supportforums.cisco.com/t5/wireless-mobility-documents/central-web-authentication-cwa- for-guests-with-ise/ta-
p/3121101
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