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QUESTION 1

You have just added a new MSE to Prime Infrastructure and want to synchronize the MSE with your 5508 WLC. which
is located behind a firewall in a DMZ. You notice that NMSP messages are failing between the two devices. What traffic
needs to be allowed on the Firewall to ensure the MSE and WLC can communicate using NMSP? 

A. UDP 16113 

B. TCP 1613 

C. TCP 16113 

D. UDP 1613 

Correct Answer: C 

References: http://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113344-cuwn-
ppm.html 

 

QUESTION 2

An engineer has enabled Cisco Centralized Key Management on a WLAN with local and FlexConnect mode APs. The
engineer notices that Cisco CKM is not working for the FlexConnect APs when looking at roaming, but is working for
local mode APs. Which change is needed on the controller for Cisco CKM to work for the FlexConnect APs? 

A. Place APs in FlexConnect group. 

B. Enable FlexConnect Central Assoc. 

C. Use local authentication. 

D. Configure VLAN-based central switching. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-
Guide/Enterprise_Mobility_8-1_Deployment_Guide/ch7_HREA.html 

 

QUESTION 3

Which three fields are required when creating a new NetFlow Exporter? (Choose three.) 

A. IP address 

B. AP group 

C. WLAN ID 

D. port number 

E. SSID 
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F. exporter name 

Correct Answer: ADF 

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/fnetflow/configuration/15-mt/fnf-15-mt-book/cfg-de-fnflow-
exprts.html 

 

QUESTION 4

A customer has implemented a N+1 high availability plan in a multistory building. All APs on odd numbered floors are
set as primary to WLC-A and all APs on even numbered floors are set as primary to WLC-8. Which two problems are
likely to arise from this design? (Choose two) 

A. inconsistent CleanAir data due to multiple WLCs 

B. floor-to-floor bleed-through that causes intercontroller roaming delays 

C. AVC inconsistency due to multiple mobility group members 

D. legacy device compatibility with multiple WLC configuration that causes disconnects 

E. unpredictable AP loading during a WLC failure 

Correct Answer: AC 

References: http://www.cisco.com/c/en/us/td/docs/wireless/technology/wlc/82463-wlc-config-best-practice.html 

 

QUESTION 5

SIMULATION 

Scenario: 

You have been tasked with setting up a mobility group (Mobility_Test) in a test lab. There are two WLCs that you will
need to configure (Test1 and Test2). Use the Administrative Workstation to acces the Test1 and Test2 WLCs. Once 

configured you will need to verify that the mobility group peers are communicating properly. 

Mobility Group Name: Mobility_Test 

Mobility Group Members: Test1 

IP Address: 192.168.1.99 

MAC Address: b0:fa:eb:8c:2b:a0 

Mobility Group Members: Test2 

Ip Address 192.168.1.100 

MAC Address: d0:c2:82:e3:aa:20 

You have configured mobility group properly when the status of the mobility group peers is UP. 
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TOPOLOGY 

VIRTUAL TERMINAL 
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Correct Answer: 

Mobility Controllers belong to only one group, and can know several mobility groups On Test 1 WLC 

1.

 Choose Controller> Mobility Management > Mobility Peer 

2.

 Click New 

3.

 Enter the following details of Test 2: a) Mobility Member IP b) Mobility Member Public IP c) Mobility Member Group
Name d) Multicast IP Address 

4.

 Apply and Save Similarly log in to Test 2 and enter details of Test1 
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