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QUESTION 1

A website administrator has an output of an FTP session that runs nightly to download and unzip files to a local staging
server. The download includes thousands of files, and the manual process used to find how many files failed to
download is time-consuming. The administrator is working on a PowerShell script that will parse a log file and
summarize how many files were successfully downloaded versus ones that failed. Which script will read the contents of
the file one line at a time and return a collection of objects? 

A. Get-Content-Folder \\Server\FTPFolder\Logfiles\ftpfiles.log | Show-From "ERROR", "SUCCESS" 

B. Get-Content –ifmatch \\Server\FTPFolder\Logfiles\ftpfiles.log | Copy-Marked “ERROR”, “SUCCESS” 

C. Get-Content –Directory \\Server\FTPFolder\Logfiles\ftpfiles.log | Export-Result “ERROR”, “SUCCESS” 

D. Get-Content –Path \\Server\FTPFolder\Logfiles\ftpfiles.log | Select-String “ERROR”, “SUCCESS” 

Correct Answer: D 

 

 

QUESTION 2

Refer to the exhibit. A company that uses only the Unix platform implemented an intrusion detection system. After the
initial configuration, the number of alerts is overwhelming, and an engineer needs to analyze and classify the alerts. The
highest number of alerts were generated from the signature shown in the exhibit. Which classification should the
engineer assign to this event? 

A. True Negative alert 

B. False Negative alert 

C. False Positive alert 

D. True Positive alert 

Correct Answer: C 

 

QUESTION 3
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Refer to the exhibit. Which type of code created the snippet? 

A. VB Script 

B. Python 

C. PowerShell 

D. Bash Script 

Correct Answer: A 
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QUESTION 4

Which tool conducts memory analysis? 

A. MemDump 

B. Sysinternals Autoruns 

C. Volatility 

D. Memoryze 

Correct Answer: C 

Reference: https://resources.infosecinstitute.com/topic/memory-forensics-and-analysis-using-volatility/ 

 

QUESTION 5

Refer to the exhibit. What should be determined from this Apache log? 

A. A module named mod_ssl is needed to make SSL connections. 

B. The private key does not match with the SSL certificate. 

C. The certificate file has been maliciously modified 
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D. The SSL traffic setup is improper 

Correct Answer: D 
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