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QUESTION 1

An organization recovered from a recent ransomware outbreak that resulted in significant business damage. Leadership
requested a report that identifies the problems that triggered the incident and the security team\\'s approach to address
these problems to prevent a reoccurrence. Which components of the incident should an engineer analyze first for this
report? 

A. impact and flow 

B. cause and effect 

C. risk and RPN 

D. motive and factors 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit. What should be determined from this Apache log? 

A. A module named mod_ssl is needed to make SSL connections. 
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B. The private key does not match with the SSL certificate. 

C. The certificate file has been maliciously modified 

D. The SSL traffic setup is improper 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit. A company that uses only the Unix platform implemented an intrusion detection system. After the
initial configuration, the number of alerts is overwhelming, and an engineer needs to analyze and classify the alerts. The
highest number of alerts were generated from the signature shown in the exhibit. Which classification should the
engineer assign to this event? 

A. True Negative alert 

B. False Negative alert 

C. False Positive alert 

D. True Positive alert 

Correct Answer: C 

 

QUESTION 4

What is the function of a disassembler? 

A. aids performing static malware analysis 

B. aids viewing and changing the running state 

C. aids transforming symbolic language into machine code 

D. aids defining breakpoints in program execution 

Correct Answer: A 

Reference: https://scholar.google.co.in/scholar?q=disassembler+aids+performing+static+malware+analysisandhl=enan
das_sdt=0andas_vis=1andoi=scholart 
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QUESTION 5

What is the goal of an incident response plan? 

A. to identify critical systems and resources in an organization 

B. to ensure systems are in place to prevent an attack 

C. to determine security weaknesses and recommend solutions 

D. to contain an attack and prevent it from spreading 

Correct Answer: D 

Reference: https://www.forcepoint.com/cyber-edu/incident-response 
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