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QUESTION 1

Refer to the exhibit. Which encoding technique is represented by this HEX string? 

A. Unicode 

B. Binary 

C. Base64 

D. Charcode 

Correct Answer: B 

Reference: https://www.suse.com/c/making-sense-hexdump/ 

 

QUESTION 2

A security team received reports of users receiving emails linked to external or unknown URLs that are non-returnable
and non-deliverable. The ISP also reported a 500% increase in the amount of ingress and egress email traffic received.
After detecting the problem, the security team moves to the recovery phase in their incident response plan. Which two
actions should be taken in the recovery phase of this incident? (Choose two.) 

A. verify the breadth of the attack 

B. collect logs 

C. request packet capture 

D. remove vulnerabilities 

E. scan hosts with updated signatures 

Correct Answer: DE 

 

QUESTION 3
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Refer to the exhibit. Which two actions should be taken as a result of this information? (Choose two.) 

A. Update the AV to block any file with hash "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

B. Block all emails sent from an @state.gov address. 

C. Block all emails with pdf attachments. 

D. Block emails sent from Admin@state.net with an attached pdf file with md5 hash
"cf2b3ad32a8a4cfb05e9dfc45875bd70". 

E. Block all emails with subject containing "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

Correct Answer: AB 

 

QUESTION 4
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Refer to the exhibit. An engineer is analyzing a .LNK (shortcut) file recently received as an email attachment and
blocked by email security as suspicious. What is the next step an engineer should take? 

A. Delete the suspicious email with the attachment as the file is a shortcut extension and does not represent any threat. 

B. Upload the file to a virus checking engine to compare with well-known viruses as the file is a virus disguised as a
legitimate extension. 

C. Quarantine the file within the endpoint antivirus solution as the file is a ransomware which will encrypt the documents
of a victim. 

D. Open the file in a sandbox environment for further behavioral analysis as the file contains a malicious script that runs
on execution. 

Correct Answer: D 

 

QUESTION 5

DRAG DROP 

Drag and drop the cloud characteristic from the left onto the challenges presented for gathering evidence on the right. 

Select and Place: 
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Correct Answer: 
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