
https://www.leads4pass.com/300-215.html
2024 Latest leads4pass 300-215 PDF and VCE dumps Download

 

 

 

300-215Q&As

Conducting Forensic Analysis and Incident Response Using Cisco
Technologies for CyberOps (CBRFIR)

Pass Cisco 300-215 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.leads4pass.com/300-215.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Cisco
Official Exam Center

 

 

Latest 300-215 Dumps | 300-215 VCE Dumps | 300-215 Exam Questions                                1 / 5

https://www.leads4pass.com/300-215.html
https://www.leads4pass.com/300-215.html
https://www.leads4pass.com/300-215.html


https://www.leads4pass.com/300-215.html
2024 Latest leads4pass 300-215 PDF and VCE dumps Download

QUESTION 1

Refer to the exhibit. Which two actions should be taken as a result of this information? (Choose two.) 

A. Update the AV to block any file with hash "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

B. Block all emails sent from an @state.gov address. 

C. Block all emails with pdf attachments. 

D. Block emails sent from Admin@state.net with an attached pdf file with md5 hash
"cf2b3ad32a8a4cfb05e9dfc45875bd70". 

E. Block all emails with subject containing "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

Correct Answer: AB 

 

QUESTION 2
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An engineer received a call to assist with an ongoing DDoS attack. The Apache server is being targeted, and availability
is compromised. Which step should be taken to identify the origin of the threat? 

A. An engineer should check the list of usernames currently logged in by running the command $ who | cut –d’ ‘ -f1|
sort | uniq 

B. An engineer should check the server\\'s processes by running commands ps -aux and sudo ps -a. 

C. An engineer should check the services on the machine by running the command service -status-all. 

D. An engineer should check the last hundred entries of a web server with the command sudo tail -100
/var/log/apache2/access.log. 

Correct Answer: D 

 

 

QUESTION 3

What are YARA rules based upon? 

A. binary patterns 

B. HTML code 

C. network artifacts 

D. IP addresses 

Correct Answer: A 

Reference: https://en.wikipedia.org/wiki/YARA#:~:text=YARA%20is%20the%20name%20of,strings%20and%20a%20bo
olean%20expression. 

 

QUESTION 4
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Refer to the exhibit. According to the Wireshark output, what are two indicators of compromise for detecting an Emotet
malware download? (Choose two.) 

A. Domain name:iraniansk.com 

B. Server: nginx 
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C. Hash value: 5f31ab113af08=1597090577 

D. filename= "Fy.exe" 

E. Content-Type: application/octet-stream 

Correct Answer: CE 

 

QUESTION 5

A security team received an alert of suspicious activity on a user\\'s Internet browser. The user\\'s anti-virus software
indicated that the file attempted to create a fake recycle bin folder and connect to an external IP address. Which two
actions should be taken by the security analyst with the executable file for further analysis? (Choose two.) 

A. Evaluate the process activity in Cisco Umbrella. 

B. Analyze the TCP/IP Streams in Cisco Secure Malware Analytics (Threat Grid). 

C. Evaluate the behavioral indicators in Cisco Secure Malware Analytics (Threat Grid). 

D. Analyze the Magic File type in Cisco Umbrella. 

E. Network Exit Localization in Cisco Secure Malware Analytics (Threat Grid). 

Correct Answer: BC 
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