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QUESTION 1

You must recover a wireless client from quarantine. You disconnect the client from the network. Which action do you
take next?

A. Reboot the client machine after the idle timeout period expires.
B. Start a manual reassessment
C. Reconnect to the network after the idle timeout period expires.
D. Turn off the MIC of the client

Correct Answer: C

QUESTION 2

Which description of the purpose of the Continue option in an authentication policy rule is true?
A. It allows Cisco ISE to check the list of rules in an authentication policy until there is a match.
B. It sends an authentication to the next subrule within the same authentication rule.

C. It allows Cisco ISE to proceed to the authorization policy regardless of authentication pass/fail.
D. It sends an authentication to the selected identity store.

E. It causes Cisco ISE to ignore the NAD because NAD will treat the Cisco ISE server as dead.

Correct Answer: C

QUESTION 3

What is a feature of Cisco WLC and IPS synchronization?

A. Cisco WLC populates the ACLs to prevent repeat intruder attacks.

B. The IPS automatically send shuns to Cisco WLC for an active host block.

C. Cisco WLC and IPS synchronization enables faster wireless access.

D. IPS synchronization uses network access points to provide reliable monitoring.

Correct Answer: B

QUESTION 4

Which option is the correct redirect-ACL for Wired-CWA, with 10.201.228.76 being the Cisco ISE IP address?
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A. ip access-| ex ACL-WEBAUTH-REDIRECT deny udp any any eq domain deny ip any host 10.201.228.76 permit tcp
any any eq 80 permit tcp any any eq 443

B. ip access-l ex ACL-WEBAUTH-REDIRECT permit udp any any eq domain permit ip any host 10.201.228.76 deny tcp
any any eq 80 permit tcp any any eq 443

C. ip access-l ex ACL-WEBAUTH-REDIRECT deny udp any any eq domain permit tcp any host 10.201.228.76 eq 8443
deny ip any host 10.201.228.76 permit tcp any any eq 80 permit tcp any any eq 443

D. ip access-l ex ACL-WEBAUTH-REDIRECT permit udp any any eq domain deny ip any host 10.201.228.76 permit tcp
any any eq 80 permit tcp any any eq 443

Correct Answer: A

QUESTION 5

Which command is needed to enable dotlx globally on the switch?
A. aaa authentication dotlx default group radius

B. dotlx system-auth-control

C. dotlx pae authenticator

D. authentication port-control auto

Correct Answer: B

https://lwww.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/xe-3se/3850/secuser-8021x-
xe-3se-3850-book/config-ieee-802x-pba.html
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