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QUESTION 1

Which two options are advantages of using the Cisco IOS Device Sensor as compared to other profiling probes\\'?
(Choose two.) 

A. uses RADIUS authentication messages to send gathered data to a Cisco ISE server 

B. provides DHCP information to a Cisco ISE server without using an IP helper address 

C. reduces the amount of traffic going to a Cisco ISE server 

D. collects switch CPU and RAM usage for monitoring purposes 

E. replaces all the other profiling probes 

Correct Answer: AD 

 

QUESTION 2

What is required to implement Monitor Mode in a wireless network? 

A. Open authentication must be configured via Cisco WLC CLI. 

B. Wireless Monitor Mode policy should be enabled within Cisco ISE. 

C. Monitor mode in a wireless network is not possible. 

D. Cisco WLC should have this feature enabled inside the security properties for the WLAN. 

Correct Answer: C 

 

 

QUESTION 3

When RADIUS NAC and AAA Override are enabled for WLC on a Cisco ISE, which two statements about RADIUS NAC
are true? (Choose two.) 

A. It will return an access-accept and send the redirection URL for all users. 

B. It establishes secure connectivity between the RADIUS server and the ISE. 

C. It allows the ISE to send a CoA request that indicates when the user is authenticated. 

D. It is used for posture assessment, so the ISE changes the user profile based on posture result. 

E. It allows multiple users to authenticate at the same time. 

Correct Answer: CD 
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QUESTION 4

Which task must you perform on a node before it can host Cisco ISE end-user web portals? 

A. Configure at least one SSID for guest access. 

B. Enable Captive Portal Bypass. 

C. Enable portal-policy services. 

D. Enable DHCP profiling. 

Correct Answer: C 

 

 

QUESTION 5

What is the function of the SGACL policy matrix on a Cisco TrustSec domain with SGT Assignment? 

A. It determines which access policy to apply to the endpoint. 

B. It determines which switches are trusted within the TrustSec domain. 

C. It determines the path the SGT of the packet takes when entering the Cisco TrustSec domain. 

D. It lists all servers that are permitted to participate in the TrustSec domain. 

E. It lists all hosts that are permitted to participate in the TrustSec domain. 

Correct Answer: A 
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