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QUESTION 1

Ann, a user, is attempting to log in to her email service form a third-party email client on her phone. When Ann enters
her usual username and password, she receives an error message saying the credentials are invalid. 

Ann then decides to reset her email password, but after the reset, the new credentials still do not work in the third-party
email client. 

Which of the following settings or features is responsible for the problems Ann is experiencing? 

A. Full device encryption 

B. Account lock 

C. Multifactor authentication 

D. Strong password requirements 

Correct Answer: C 

 

QUESTION 2

A user is receiving a large number of suspicious emails, many of which are automated emails that state the recipient
cannot be found Which of the following is the MOST likely cause of the issue? 

A. An invalid certificate is on the mail server 

B. The user\\'s email was hijacked 

C. The user\\'s address book was corrupted 

D. The user\\'s system time is different from the mail server. 

Correct Answer: B 

 

QUESTION 3

A technician is setting up a new laptop for an employee who travels. 

Which of the following is the BEST security practice for this scenario? 

A. PIN-based login 

B. Quarterly password changes 

C. Hard drive encryption 

D. A physical laptop lock 

Correct Answer: C 
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QUESTION 4

A customer purchased a 3TB HDD to use with a Windows 7 PC and wants to have letter "J" assigned only to the drive.
Which of the following types of partitioning should be performed to give the customer full use of the 3 TB drive? 

A. GPT 

B. Dynamic 

C. Basic 

D. Extended 

Correct Answer: A 

 

QUESTION 5

In which of the following file extension types would a user expect to see the command. "net use T:\ \server\files\\'? 

A. .bat 

B. .vbs 

C. .js 

D. .py 

Correct Answer: A 
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