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QUESTION 1

A living high level document that states in writing a requirement and directions on how an agency plans to protect its
information technology assets is called: 

A. Information security Policy 

B. Information security Procedure 

C. Information security Baseline 

D. Information security Standard 

Correct Answer: A 

 

QUESTION 2

Incidents such as DDoS that should be handled immediately may be considered as: 

A. Level One incident 

B. Level Two incident 

C. Level Three incident 

D. Level Four incident 

Correct Answer: C 

 

QUESTION 3

The state of incident response preparedness that enables an organization to maximize its potential to use digital
evidence while minimizing the cost of an investigation is called: 

A. Computer Forensics 

B. Digital Forensic Analysis 

C. Forensic Readiness 

D. Digital Forensic Policy 

Correct Answer: C 

 

QUESTION 4

An adversary attacks the information resources to gain undue advantage is called: 

A. Defensive Information Warfare 
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B. Offensive Information Warfare 

C. Electronic Warfare 

D. Conventional Warfare 

Correct Answer: B 

 

QUESTION 5

Except for some common roles, the roles in an IRT are distinct for every organization. Which among the following is the
role played by the Incident Coordinator of an IRT? 

A. Links the appropriate technology to the incident to ensure that the foundation\\'s offices are returned to normal
operations as quickly as possible 

B. Links the groups that are affected by the incidents, such as legal, human resources, different business areas and
management 

C. Applies the appropriate technology and tries to eradicate and recover from the incident 

D. Focuses on the incident and handles it from management and technical point of view 

Correct Answer: B 
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