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QUESTION 1

Hayes, a security professional, was tasked with the implementation of security controls for an industrial network at the
Purdue level 3.5 (IDMZ). Hayes verified all the possible attack vectors on the IDMZ level and deployed a security control
that fortifies the IDMZ against cyber-attacks. 

Identify the security control implemented by Hayes in the above scenario. 

A. Point-to-point communication 

B. MAC authentication 

C. Anti-DoS solution 

D. Use of authorized RTU and PLC commands 

Correct Answer: D 

 

QUESTION 2

Jaden, a network administrator at an organization, used the ping command to check the status of a system connected to
the organization\\'s network. He received an ICMP error message stating that the IP header field contains invalid
information. Jaden examined the ICMP packet and identified that it is an IP parameter problem. 

Identify the type of ICMP error message received by Jaden in the above scenario. 

A. Type =12 

B. Type = 8 

C. Type = 5 

D. Type = 3 

Correct Answer: C 

 

QUESTION 3

A pfSense firewall has been configured to block a web application www.abchacker.com. Perform an analysis on the
rules set by the admin and select the protocol which has been used to apply the rule. 

Hint: Firewall login credentials are given below: 

Username: admin 

Password: admin@l23 

A. POP3 

B. TCP/UDP 
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C. FTP 

D. ARP 

Correct Answer: B 

 

QUESTION 4

Andre, a security professional, was tasked with segregating the employees\\' names, phone numbers, and credit card
numbers before sharing the database with clients. For this purpose, he implemented a deidentification technique that
can replace the critical information in database fields with special characters such as asterisks (*) and hashes (#).
Which of the following techniques was employed by Andre in the above scenario? 

A. Tokenization 

B. Masking 

C. Hashing 

D. Bucketing 

Correct Answer: B 

 

QUESTION 5

Johnson, an attacker, performed online research for the contact details of reputed cybersecurity firms. He found the
contact number of sibertech.org and dialed the number, claiming himself to represent a technical support team from a
vendor. He warned that a specific server is about to be compromised and requested sibertech.org to follow the provided
instructions. Consequently, he prompted the victim to execute unusual commands and install malicious files, which were
then used to collect and pass critical Information to Johnson\\'s machine. What is the social engineering technique
Steve employed in the above scenario? 

A. Quid pro quo 

B. Diversion theft 

C. Elicitation 

D. Phishing 

Correct Answer: A 
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