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QUESTION 1

Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to
the Wireshark menu icon that contains items to manipulate, display and apply filters, enable, or disable the dissection of
protocols, and configure user- specified decodes. 

Identify the Wireshark menu Leilani has navigated in the above scenario. 

A. Statistics 

B. Capture 

C. Main toolbar 

D. Analyze 

Correct Answer: B 

 

QUESTION 2

Nancy, a security specialist, was instructed to identify issues related to unexpected shutdown and restarts on a Linux
machine. To identify the incident cause, Nancy navigated to a directory on the Linux system and accessed a log file to
troubleshoot problems related to improper shutdowns and unplanned restarts. 

Identify the Linux log file accessed by Nancy in the above scenario. 

A. /var/log/secure 

B. /var/log/kern.log 

C. /var/log/boot.log 

D. /var/log/lighttpd/ 

Correct Answer: C 

 

QUESTION 3

Ashton is working as a security specialist in SoftEight Tech. He was instructed by the management to strengthen the
Internet access policy. For this purpose, he implemented a type of Internet access policy that forbids everything and
imposes strict restrictions on all company computers, whether it is system or network usage. 

Identify the type of Internet access policy implemented by Ashton in the above scenario. 

A. Paranoid policy 

B. Prudent policy 

C. Permissive policy 

D. Promiscuous policy 
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Correct Answer: A 

 

QUESTION 4

A threat intelligence feed data file has been acquired and stored in the Documents folder of Attacker Machine-1 (File
Name: Threatfeed.txt). You are a cybersecurity technician working for an ABC organization. Your organization has
assigned you a task to analyze the data and submit a report on the threat landscape. Select the IP address linked with
http://securityabc.s21sec.com. 

A. 5.9.200.200 

B. 5.9.200.150 

C. 5.9.110.120 

D. 5.9.188.148 

Correct Answer: D 

 

QUESTION 5

An attacker with malicious intent used SYN flooding technique to disrupt the network and gain advantage over the
network to bypass the Firewall. You are working with a security architect to design security standards and plan for your
organization. The network traffic was captured by the SOC team and was provided to you to perform a detailed analysis.
Study the Synflood.pcapng file and determine the source IP address. 

Note: Synflood.pcapng file is present in the Documents folder of Attacker-1 machine. 

A. 20.20.10.180 

B. 20.20.10.19 

C. 20.20.10.60 

D. 20.20.10.59 

Correct Answer: B 
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