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QUESTION 1

An MNC hired Brandon, a network defender, to establish secured VPN communication between the company\\'s remote
offices. For this purpose, Brandon employed a VPN topology where all the remote offices communicate with the
corporate office but communication between the remote offices is denied.

Identify the VPN topology employed by Brandon in the above scenario.

A. Point-to-Point VPN topology

B. Star topology

C. Hub-and-Spoke VPN topology

D. Full-mesh VPN topology

Correct Answer: C

QUESTION 2

Anderson, a security engineer, was Instructed to monitor all incoming and outgoing traffic on the organization\\'s
network to identify any suspicious traffic. For this purpose, he employed an analysis technique using which he analyzed
packet header fields such as IP options, IP protocols, IP fragmentation flags, offset, and identification to check whether
any fields are altered in transit.

Identify the type of attack signature analysis performed by Anderson in the above scenario.

A. Context-based signature analysis

B. Atomic-signature-based analysis

C. Composite-signature-based analysis

D. Content-based signature analysis

Correct Answer: D

QUESTION 3

Tristan, a professional penetration tester, was recruited by an organization to test its network infrastructure. The
organization wanted to understand its current security posture and its strength in defending against external threats. For
this purpose, the organization did not provide any information about their IT infrastructure to Tristan. Thus, Tristan
initiated zero-knowledge attacks, with no information or assistance from the organization.

Which of the following types of penetration testing has Tristan initiated in the above scenario?

A. Black-box testing

B. White-box testing

C. Gray-box testing
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D. Translucent-box testing

Correct Answer: A

QUESTION 4

A software company has implemented a wireless technology to track the employees\\' attendance by recording their in
and out timings. Each employee in the company will have an entry card that is embedded with a tag. Whenever an
employee enters the office premises, he/she is required to swipe the card at the entrance. The wireless technology uses
radio-frequency electromagnetic waves to transfer data for automatic identification and for tracking tags attached to
objects.

Which of the following technologies has the software company implemented in the above scenario?

A. WIMAX

B. RFID

C. Bluetooth

D. Wi-Fi

Correct Answer: B

QUESTION 5

A threat intelligence feed data file has been acquired and stored in the Documents folder of Attacker Machine-1 (File
Name: Threatfeed.txt). You are a cybersecurity technician working for an ABC organization. Your organization has
assigned you a task to analyze the data and submit a report on the threat landscape. Select the IP address linked with
http://securityabc.s21sec.com.

A. 5.9.200.200

B. 5.9.200.150

C.5.9.110.120

D. 5.9.188.148

Correct Answer: D
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