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QUESTION 1

Hayes, a security professional, was tasked with the implementation of security controls for an industrial network at the
Purdue level 3.5 (IDMZ). Hayes verified all the possible attack vectors on the IDMZ level and deployed a security control
that fortifies the IDMZ against cyber-attacks. 

Identify the security control implemented by Hayes in the above scenario. 

A. Point-to-point communication 

B. MAC authentication 

C. Anti-DoS solution 

D. Use of authorized RTU and PLC commands 

Correct Answer: D 

 

QUESTION 2

You are Harris working for a web development company. You have been assigned to perform a task for vulnerability
assessment on the given IP address 20.20.10.26. Select the vulnerability that may affect the website according to the
severity factor. 

Hint: Greenbone web credentials: admin/password 

A. TCP timestamps 

B. Anonymous FTP Login Reporting 

C. FTP Unencrypted Cleartext Login 

D. UDP timestamps 

Correct Answer: C 

 

QUESTION 3

Kason, a forensic officer, was appointed to investigate a case where a threat actor has bullied certain children online.
Before proceeding legally with the case, Kason has documented all the supporting documents, including source of the
evidence and its relevance to the case, before presenting it in front of the jury. 

Which of the following rules of evidence was discussed in the above scenario? 

A. Authentic 

B. Understandable 

C. Reliable 

D. Admissible 
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Correct Answer: D 

 

QUESTION 4

A pfSense firewall has been configured to block a web application www.abchacker.com. Perform an analysis on the
rules set by the admin and select the protocol which has been used to apply the rule. 

Hint: Firewall login credentials are given below: 

Username: admin 

Password: admin@l23 

A. POP3 

B. TCP/UDP 

C. FTP 

D. ARP 

Correct Answer: B 

 

QUESTION 5

Andre, a security professional, was tasked with segregating the employees\\' names, phone numbers, and credit card
numbers before sharing the database with clients. For this purpose, he implemented a deidentification technique that
can replace the critical information in database fields with special characters such as asterisks (*) and hashes (#).
Which of the following techniques was employed by Andre in the above scenario? 

A. Tokenization 

B. Masking 

C. Hashing 

D. Bucketing 

Correct Answer: B 
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