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QUESTION 1

Steve, a network engineer, was tasked with troubleshooting a network issue that is causing unexpected packet drops.
For this purpose, he employed a network troubleshooting utility to capture the ICMP echo request packets sent to the
server. He identified that certain packets are dropped at the gateway due to poor network connection. 

Identify the network troubleshooting utility employed by Steve in the above scenario. 

A. dnsenurn 

B. arp 

C. traceroute 

D. ipconfig 

Correct Answer: C 

 

QUESTION 2

Andre, a security professional, was tasked with segregating the employees\\' names, phone numbers, and credit card
numbers before sharing the database with clients. For this purpose, he implemented a deidentification technique that
can replace the critical information in database fields with special characters such as asterisks (*) and hashes (#).
Which of the following techniques was employed by Andre in the above scenario? 

A. Tokenization 

B. Masking 

C. Hashing 

D. Bucketing 

Correct Answer: B 

 

QUESTION 3

A software company has implemented a wireless technology to track the employees\\' attendance by recording their in
and out timings. Each employee in the company will have an entry card that is embedded with a tag. Whenever an
employee enters the office premises, he/she is required to swipe the card at the entrance. The wireless technology uses
radio-frequency electromagnetic waves to transfer data for automatic identification and for tracking tags attached to
objects. 

Which of the following technologies has the software company implemented in the above scenario? 

A. WiMAX 

B. RFID 

C. Bluetooth 
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D. Wi-Fi 

Correct Answer: B 

 

QUESTION 4

A pfSense firewall has been configured to block a web application www.abchacker.com. Perform an analysis on the
rules set by the admin and select the protocol which has been used to apply the rule. 

Hint: Firewall login credentials are given below: 

Username: admin 

Password: admin@l23 

A. POP3 

B. TCP/UDP 

C. FTP 

D. ARP 

Correct Answer: B 

 

QUESTION 5

Paul, a computer user, has shared information with his colleague using an online application. The online application
used by Paul has been incorporated with the latest encryption mechanism. This mechanism encrypts data by using a
sequence of photons that have a spinning trait while traveling from one end to another, and these photons keep
changing their shapes during their course through filters: vertical, horizontal, forward slash, and backslash. 

Identify the encryption mechanism demonstrated in the above scenario. 

A. Quantum cryptography 

B. Homomorphic encryption 

C. Rivest Shamir Adleman encryption 

D. Elliptic curve cryptography 

Correct Answer: A 
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