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QUESTION 1

Which is not a function of mobile device management (MDM)?
A. Enforce strong passwords on BYOD devices

B. Deploy software updates to BYOD devices

C. Remotely wipe data from BYOD devices

D. Enforce data encryption requirements on BYOD devices

Correct Answer: B

QUESTION 2

Which two features do CoPP and CPPr use to protect the control plane? (Choose two.)
A. QoS

B. traffic classification

C. access lists

D. policy maps

E. class maps

F. Cisco Express Forwarding

Correct Answer:. AB

QUESTION 3

Which type of encryption technology has the broadest platform support to protect operating systems?
A. software

B. hardware

C. middleware

D. file-level

Correct Answer: A

QUESTION 4

With which preprocesor do you detect incomplete TCP handshakes
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A. rate based prevention
B. port scan detection

Correct Answer: A

Rate-based attack prevention identifies abnormal traffic patterns and attempts to minimize the impact of that traffic on
legitimate requests. Rate-based attacks usually have one of the following characteristics:

+
any traffic containing excessive incomplete connections to hosts on the network, indicating a SYN flood attack
+

any traffic containing excessive complete connections to hosts on the network, indicating a TCP/IP connection flood
attack

+

excessive rule matches in traffic going to a particular destination IP address or addresses or coming from a particular
source IP address or addresses.

+

excessive matches for a particular rule across all traffic. http://www.cisco.com/c/en/us/td/docs/security/firesight/541/fire
power-module-user-guide/asa-firepower-module-user-guide-v541/Intrusion-Threat-Detection.html

QUESTION 5

How can you mitigate attacks in which the attacker attaches more than one VLAN tag to a packet?
A. Disable EtherChannel

B. Enable transparent VTP on the switch

C. Explicitly identify each VLAN allowed across the trunk

D. Assign an access VLAN to every active port on the switch

Correct Answer: C
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