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QUESTION 1

attacker using robots.txt is under which category? 

A. Reconnaissance 

B. Weaponization 

C. Delivery 

D. Exploitation 

E. Installation 

F. Command and control (C2) 

G. Actions on objectives 

Correct Answer: A 

 

QUESTION 2

What define the roadmap for implementing the incident response capability? 

A. incident response plan 

B. incident response procedure 

C. incident handling guide 

D. incident response policy 

Correct Answer: A 

 

 

QUESTION 3

According to NIST what option is unnecessary for containment strategy? 

A. The delayed containment 

B. Monitoring with methods other than sandboxing 

Correct Answer: AB 

 

QUESTION 4

From a security perspective, why is it important to employ a clock synchronization protocol on a network? 
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A. so that everyone knows the local time 

B. to ensure employees adhere to work schedule 

C. to construct an accurate timeline of events when responding to an incident 

D. to guarantee that updates are pushed out according to schedule 

Correct Answer: C 

 

QUESTION 5

Which source provides reports of vulnerabilities in software and hardware to a Security Operations Center? 

A. Analysis Center 

B. National CSIRT 

C. Internal CSIRT 

D. Physical Security 

Correct Answer: C 
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