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QUESTION 1

You have a video of a suspect entering a data center that was captured on the same day that files in the same data
center were transferred to a competitor. Which type of evidence is this? 

A. indirect evidence 

B. prima facie evidence 

C. best evidence 

D. physical evidence 

Correct Answer: A 

 

QUESTION 2

Which command can be used to find open ports on a system? 

A. netstat -a 

B. netstat -l 

C. netstat -v 

D. netstat -g 

Correct Answer: B 

 

QUESTION 3

The united State CERT provides cybersecurity protection to Federal, civilian, and executive branch agencies through
intrusion detection and prevention capabilities. Which type of incident response team is this an example of? 

A. Federal PSIRT 

B. National PSIRT 

C. National CSIRT 

D. Federal CSIRT 

Correct Answer: C 

 

QUESTION 4

Which purpose of data mapping is true? 

A. Visualize data. 
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B. Find extra vulnerabilities. 

C. Discover the identities of attackers 

D. Check that data is correct. 

Correct Answer: D 

 

QUESTION 5

In Microsoft Windows, as files are deleted the space they were allocated eventually is considered available for use by
other files. This creates alternating used and unused areas of various sizes. What is this called? 

A. network file storing 

B. free space fragmentation 

C. alternate data streaming 

D. defragmentation 

Correct Answer: B 
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