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QUESTION 1

From a security perspective, why is it important to employ a clock synchronization protocol on a network? 

A. so that everyone knows the local time 

B. to ensure employees adhere to work schedule 

C. to construct an accurate timeline of events when responding to an incident 

D. to guarantee that updates are pushed out according to schedule 

Correct Answer: C 

 

QUESTION 2

A user on your network receives an email in their mailbox that contains a malicious attachment. There is no indication
that the file was run. Which category as defined in the Diamond Model of Intrusion does this activity fall under? 

A. reconnaissance 

B. weaponization 

C. delivery 

D. installation 

Correct Answer: C 

 

QUESTION 3

Which machine risk to be infected or something like that? 
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A. 10.1.0.1 

B. 172.11.5.5 

C. Other option 

Correct Answer: A 

 

QUESTION 4
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DRAG DROP 

Refer to the exhibit. Drag and drop the items from the left onto the correct 5-tuple on the right. 

Select and Place: 

Correct Answer: 
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QUESTION 5

What does the CSIRT incident response provider usually do? 

A. provide incident handling services to their parent organization. 

B. provide incident handling services to a country 

C. coordinate and facilitate the handling of incidents across various CSIRTs 

D. focus on synthesizing data from various sources to determine trends and patterns in incident activity 

E. handle reports of vulnerabilities in their software or hardware products 

F. offer incident handling services as a for-fee service to other organizations 

Correct Answer: D 
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