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QUESTION 1

What are worms? 

A. A type of malware that compromises a system and then often demands a ransom from the victim to pay the attacker
in order for the malicious activity to cease or for the malware to be removed from the affected system. 

B. Viruses that replicate themselves over the network, infecting numerous vulnerable systems. On most occasions, a
worm will execute malicious instructions on a remote system without user interaction. 

C. An exploit of a network infrastructure device vulnerability that installs a backdoor on the affected system. 

D. An exploit of a firewall vulnerability that installs a backdoor on the affected system. 

Correct Answer: B 

 

QUESTION 2

Which statement best describes an application proxy? 

A. They are devices that operate as intermediary agents on behalf of clients 

B. Application proxies can be classified as next-generation firewalls 

C. Clients on the protected network send connection requests to the application proxy to encrypt packets to the internet 

D. Application proxies always perform Network Address Translation on behalf of clients 

Correct Answer: A 

 

QUESTION 3

Regarding the Cisco CTA dashboard, what is the primary purpose of the "relative threat exposure"? 

A. Using a single pane, it quickly identifies, which device on the network is compromised. 

B. It provides an instant view into existing CnC channels within the network infrastructure. 

C. It answers the question, "Who has infiltrated the network?" 

D. It answers the question, "How is my organization doing as it relates to others?" 

E. It identifies which known CVE vulnerabilities are present within the configured network devices, included routers,
switches, and NGFWs. 

Correct Answer: D 

 

QUESTION 4
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Which definition of Common Event Format in terms of a Security Information and Event Management solution is true? 

A. event log analysis certificate that stands for Certified Event Forensics 

B. a TCP network media protocol 

C. a standard log event format that is used for log collection 

D. a type of event log used to identify a successful user login 

Correct Answer: C 

 

QUESTION 5

Referring to the screenshot below, which area of the Windows GUI is accessed to initiate the McAfee scan? 

A. Start Menu 

B. Quick Launch icons 

C. Notification area 

D. Windows File Explorer 

Correct Answer: C 
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