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QUESTION 1

Which browser is used by individuals to maintain anonymity on the Internet and to surf the dark web? 

A. OnionBrowser 

B. Tor 

C. Chrome 

D. Firefox 

Correct Answer: B 

 

QUESTION 2

Which type of access controls are used to protect an asset before a breach occurs? (Select all that apply.) 

A. Preventive 

B. Deterrent 

C. Corrective 

D. Recovery 

Correct Answer: AC 

 

QUESTION 3

What is the key to the success of an MITM attack? 

A. The hacked machine becomes overwhelmed with responses. 

B. TCP/IP bugs make it easy to crash older operating systems. 

C. The attacker waits until after a communication session is established. 

D. Packet flooding consumes resources. 

Correct Answer: C 

 

QUESTION 4

Which two IT security control frameworks offer good starting points and can be used together? (Choose two.) 

A. Control Objectives for Information and Related Technologies (COBIT) 

B. Creative Control Systems for Information Security (CCSIS) 
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C. Mobility Operations and Optimization Planning Document (MOOP) 

D. ISO/IEC 27002:2013 

Correct Answer: AD 

 

QUESTION 5

Which International standard is for general risk management, including the principles and guidelines for managing risk? 

A. ISO 27001 

B. ISO 27005 

C. ISO 31000 

D. ISO 27002 

Correct Answer: C 
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