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QUESTION 1

What characteristic differentiates a server from a client? 

A. runs many applications 

B. has an operating system 

C. provides services over open ports 

D. has open network connections 

Correct Answer: C 

 

QUESTION 2

Which is the best answer to explain why Cisco Identity Services Engine would reduce the risk of pivoting to a higher,
trusted network? 

A. ISE ensures systems have the latest antivirus updates prior to permitting access to the network. 

B. ISE can unify and enforce the LAN, wireless, and VPN access control policies into one secure policy. 

C. ISE can profile devices, providing greater detail on which ones can access what resources. 

D. ISE enforces network segmentation 

Correct Answer: D 

 

QUESTION 3

At which OSI layer does a router typically operate? 

A. Transport 

B. Network 

C. Data link 

D. Application 

Correct Answer: B 

 

QUESTION 4

Which two techniques would an attacker utilize in order to have a client send packets to the wrong gateway? (Choose
two.) 

A. Reflection 
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B. ICMP redirect 

C. DNS spoofing 

D. ARP poisoning 

Correct Answer: BD 

 

QUESTION 5

What are two vulnerabilities that are present when using standard HTTP versus HTTPS? (Choose two.) 

A. Personal data is exchanged in clear text format. 

B. Passwords will not be understood by peer. 

C. Devices will be overloaded with information data. 

D. User passwords can be sniffed and captured by an attacker. 

Correct Answer: AD 
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