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QUESTION 1

Which of the following protocols is typically used as the communication channel between the client and the DDNS
provider? 

A. HTTP/HTTPS 

B. DHCP 

C. ARP 

D. ICMP 

Correct Answer: A 

 

QUESTION 2

To effectively protect your emails, you should make sure of which the following? 

A. All your email messages are sent to a sandbox to be evaluated before reaching their destination. 

B. The connection to your email provider or email server is actually encrypted. 

C. Your actual email messages are encrypted. 

D. Your stored, cached, or archived email messages are also protected. 

Correct Answer: BCD 

 

QUESTION 3

According to RFC 1035, which transport protocol is recommended for use with DNS queries? 

A. Transmission Control Protocol 

B. Reliable Data Protocol 

C. Hypertext Transfer Protocol 

D. User Datagram Protocol 

Correct Answer: D 

 

QUESTION 4

An intrusion detection system begins receiving an abnormally high volume of scanning from numerous sources. Which
evasion technique does this attempt indicate? 

A. traffic fragmentation 
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B. resource exhaustion 

C. timing attack 

D. tunneling 

Correct Answer: B 

 

QUESTION 5

What are the four characteristics of an SOC runbook? (Choose four.) 

A. A runbook is a collection of plays, and each play generates a report from some set of data sources. 

B. The runbook describes the security architecture and technical details of protective measures. 

C. Instead of being a rigid framework that stifles creativity, the open-ended nature of the runbook allows security
analysts to document ideas and explore ways of achieving objectives. 

D. The runbook is a living document that is always up to the task of handling tomorrow\\'s security challenges. 

E. Plays should also evolve over time as attack methods evolve. 

F. The runbook is a fixed set of standard operating procedures that cannot be changed easily. 

Correct Answer: ACDE 
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