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QUESTION 1

In which phase of the access control does a user need to prove his or her identity? 

A. Identification 

B. Authentication 

C. Authorization 

D. Accounting 

Correct Answer: B 

 

QUESTION 2

Which two tasks can be performed by analyzing the logs of a traditional stateful firewall? (Choose two.) 

A. Confirm the timing of network connections differentiated by the TCP 5-tuple. 

B. Audit the applications used within a social networking web site. 

C. Determine the user IDs involved in an instant messaging exchange. 

D. Map internal private IP addresses to dynamically translated external public IP addresses. 

E. Identify the malware variant carried by an SMTP connection 

Correct Answer: AD 

 

QUESTION 3

Refer to the exhibit. During an analysis, this list of email attachments is found. Which files contain the same content? 

A. 1 and 4 

B. 3 and 4 

C. 1 and 3 

D. 1 and 2 
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Correct Answer: C 

 

QUESTION 4

Which application- layer protocol that uses UDP to manage and monitor devices on the network could be exploited if it is
not secured on devices? 

A. TFTP 

B. SNMP 

C. HTTPS 

D. FTP 

E. SMTP 

Correct Answer: B 

 

QUESTION 5

What are two data items that an analyst can learn about a data exfiltration alarm by using Cisco Stealthwatch? (Choose
two.) 

A. application or protocol that is used to transfer the data 

B. IP address to which data was sent 

C. names of files that were transferred 

D. the signature that triggered the alarm 

Correct Answer: AB 
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