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QUESTION 1

To correctly integrate a Cisco Industrial Ethernet switch into a ProfiNET management system such as SIMATIC STEP 7
or TIA Portal, which is a mandatory action? 

A. Configure an IP address on the ProfiNET VLAN interface 

B. The General Station Description (GSD) file must be uploaded from the switch to the management system. 

C. Enable Quality of Service (QoS) and ensure the management station interface is trusted 

D. Enable SNMP on the switch 

Correct Answer: B 

 

QUESTION 2

Which two actions are examples of network device hardening for Cisco Industrial Ethernet Switches? (Choose two) 

A. Disable unused services 

B. Shutdown network ports which are not in use 

C. Only allow administrative access using Telnet 

D. Deploy IP67 versions of Cisco Industrial Ethernet Switches 

E. Set the native VLAN on all trunk ports to VLAN 1 

Correct Answer: AB 

 

QUESTION 3

Which selection is a reason why IGMP snooping should be configured on a switched network? 

A. IGMP snooping populates the snooping table with the results of DHCP requests and can be used by Dynamic ARP
Inspection to block IP spoofing attacks at Layer-2. 

B. IGMP snooping verifies the source IP address of every IPv4 packet to ensure that it hasn\\'t been originated from a
port different than its return path. 

C. IGMP snooping is used to filter ping requests and results to avoid overflowing the MAC address table of the switch. 

D. IGMP snooping allows a Layer-2 switch to limit the transmission of multicast frames to only the ports that have
members of the relevant IGMP group. 

Correct Answer: D 

 

QUESTION 4
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A ProfiNET management system operator is unable to add a ProfiNET Conformance Class B device to a SIMATIC
management station. The device is connected to interface FastEthernet1/3. Based on the provided CLI output, which
statement is correct? 

switch#show profinet lldp Fa1/1 port-003-00000 On Fa1/2 port-004-00000 On Fa1/3 port-005-00000 Off Fa1/4
port-006-00000 Off Fa1/5 port-007-00000 On Fa1/6 port-008-00000 Off Fa1/7 port-009-00000 On Fa1/8 port-010-00000
Off 

A. LLDP has been disabled on this switch 

B. The connected device is not sending LLDP packets with ProfiNET extensions 

C. The port label needs to be changed on interface FastEthernet 1/3 to "port-003-00000" 

D. ProfiNET is disabled on this switch 

Correct Answer: B 

 

 

QUESTION 5

Which is an issue with running CIP Motion on a REP network and identifies an alternate resiliency protocol that works
for CIP Motion? 

A. CIP Motion requires a star topology which is not supported by REP. DLR is a suitable resiliency protocol for CIP
motion. 

B. REP convergence is not fast enough. DLR is a suitable resiliency protocol for CIP motion. 

C. CIP Motion requires a star topology which is not supported by REP. RPVST+ is a suitable resiliency protocol for CIP
motion. 

D. REP convergence is not fast enough. RPVST+ is a suitable resiliency protocol for CIP motion. 

Correct Answer: B 
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