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QUESTION 1

Exhibit:

fadu sead=]

Which two statements are correct for a safe wiring installation to the terminal block of the switch or endpoint? (Choose
two.)

A. Insert a green ground wire into the terminal block that is marked RT for return.

B. Verify that DC power is live and within 24 VDC voltage range before starting wiring.

C. Verify that the DC power circuit includes an overcurrent protective device that limits the DC current to 5 A.

D. Because this is a low-voltage DC circuit, anyone can install this wiring without electrical training or qualifications.

E. Connect the positive 24 VDC conductor to the V terminal and connect the negative 24 VDC return wire to the RT
terminal.

F. A ground wire can optionally be connected to the screw terminal on the front of the switch.

Correct Answer: CE

QUESTION 2

You have reached the limit of IPv4 IGMP groups available on a Cisco IE 3000 switch that was deployed using the
Express Setup. Which CLI command will increase the number of available IPv4 IGMP groups and multicast routes from
256 to 1000 on this switch?

A. switch(config)#sdm prefer routing

B. switch(config)#sdm prefer vian igmp

C. switch(config)#sdm prefer routing igmp

D. switch(config)#sdm prefer vlan

Correct Answer: A
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QUESTION 3
Which in-depth approach is used when deploying defense in an industrial zone?

A. Besides using a dedicated firewall / DMZ construction use an 10S based firewall on the WAN router connecting the
industrial site to the Internet.

B. Use NTP to make sure that time stamps of log messages are synchronized such that you can do root cause
analysis.

C. Deploy an IDS solution with knowledge about industrial protocols in the industrial zone in combination with a firewall.

D. Use multiple firewalls from different vendors in such a way that network traffic will have to traverse both firewalls so
that security holes of one firewall is caught by the other firewall.

Correct Answer: C

QUESTION 4

Which two are possible solutions to control which devices can communicate between industrial zones? (Choose two)
A. Use per zone private IP addressing and deploy NAT to control traffic between zones

B. Put access control lists on switches connecting industrial zones to control traffic

C. Attach each zone to a firewall to control intra-zone traffic

D. Deploy QoS traffic shaping to limit the volume of traffic between industrial zones

E. Deploy an IDS system between the zones to control intra-zone traffic

Correct Answer: BC

QUESTION 5

You are a called upon to troubleshoot connectivity problems to a network device on a production floor. You have used
ping and traceroute to verify that you cannot connect to the device from the management network. The network is
209.165.202.128/27 and the device has been given the IP address 209.165.202.158 and mask 255.255.255.224. You
have verified that you can reach the device with your computer connected to the same switch as the device. What could
be the cause of this problem?

A. The device is set to the wrong subnet mask.

B. The device is set to the wrong IP address.

C. The device has no IP default gateway.

D. The device is connected to a switchport in the wrong VLAN.

Correct Answer: C
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