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QUESTION 1

What can be done to increase the security in depth in an industrial zone? 

A. Add additional disk storage to the IDS server 

B. Add specific SCADA signatures to the IDS server 

C. Create a high availability solution for the IDS server 

D. Place a \\'data diode\\' in front of the IDS server 

Correct Answer: B 

 

QUESTION 2

Which describes the relationship between a workgroup bridge? 

A. Wired clients of a workgroup bridge can communicate, through the workgroup bridge, with wireless clients of an
autonomous or a controller-based access point 

B. Wireless clients of a controller-based AP can communicate, through the workgroup bridge, with wireless clients of an
autonomous access point 

C. Wireless clients of an autonomous access point can communicate with wired clients of a workgroup bridge, but
Wireless clients of a controller-based access point cannot communicate with wired clients of a workgroup bridge 

D. Wireless clients of a controller-based access point can communicate with wired clients of a workgroup bridge, but
Wireless clients of an autonomous access point cannot communicate with wired clients of a workgroup bridge 

Correct Answer: A 

 

QUESTION 3

Which statement is true regarding ProfiSAFE? 

A. ProfiSAFE traffic must be carried on a network that is physically separated from automation traffic 

B. ProfiSAFE relies on the error detection mechanisms of Ethernet and TCP/IP to determine if there are network errors 

C. ProfiSAFE can be used in safety applications up to Safety Integrity Level 3 (SIL3) 

D. ProfiSAFE is only used by ProfiBUS PA and ProfiBUS DA devices 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit. Which lines represent an I/O connection running at a 20ms RPI? 
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A. 2919, 2923, 2926 

B. 2920, 2926, 2929 

C. 2922, 2929, 2935 

D. 2914, 2915, 2916 

Correct Answer: A 

 

 

QUESTION 5

Exhibit: 
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Refer to the exhibit. CCNA.com has the industrial network shown in the exhibit. All switches are configured as layer 2
switches and are using VLAN 1 as their management VLAN. Each VLAN 1 interface has been assigned the correct IP
address. What is the purpose of assigning a default gateway to SW-C switch? 

A. allows connectivity between the VLAN 1 interface on SW-C and other devices in the network. 

B. allows connectivity between Host A and other devices in the network. 

C. allows connectivity between Host B and other devices in the network. 

D. allows the switch to pass traffic between Host A and Host B 

Correct Answer: A 
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