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QUESTION 1

What is a description of a social engineering attack?

A. fake offer for free music download to trick the user into providing sensitive data

B. package deliberately sent to the wrong receiver to advertise a new product

C. mistakenly received valuable order destined for another person and hidden on purpose

D. email offering last-minute deals on various vacations around the world with a due date and a counter

Correct Answer: D

QUESTION 2

Which utility blocks a host portscan?
A. HIDS

B. sandboxing

C. host-based firewall

D. antimalware

Correct Answer: C

QUESTION 3
What is the difference between the rule-based detection when compared to behavioral detection?

A. Rule-Based detection is searching for patterns linked to specific types of attacks, while behavioral is identifying per
signature.

B. Rule-Based systems have established patterns that do not change with new data, while behavioral changes.

C. Behavioral systems are predefined patterns from hundreds of users, while Rule-Based only flags potentially
abnormal patterns using signatures.

D. Behavioral systems find sequences that match a particular attack signature, while Rule- Based identifies potential
attacks.

Correct Answer: D

QUESTION 4

Refer to the exhibit.
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Where is the executable file?

A. info
B. tags
C. MIME
D. name

Correct Answer: C

QUESTION 5

An engineer runs a suspicious file in a sandbox analysis tool to see the outcome. The analysis report shows that
outbound callouts were made post infection.

Which two pieces of information from the analysis report are needed to investigate the callouts? (Choose two.)

A. signatures

B. host IP addresses
C. file size

D. dropped files

E. domain names

Correct Answer: BE
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