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QUESTION 1

An engineer needs to configure network systems to detect command and control communications by decrypting ingress
and egress perimeter traffic and allowing network security devices to detect malicious outbound communications. Which
technology should be used to accomplish the task?

A. digital certificates

B. static IP addresses

C. signatures

D. cipher suite

Correct Answer: A

QUESTION 2

Refer to the exhibit.
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An engineer is reviewing a Cuckoo report of a file. What must the engineer interpret from the report?
A. The file will appear legitimate by evading signature-based detection.
B. The file will not execute its behavior in a sandbox environment to avoid detection.

C. The file will insert itself into an application and execute when the application is run.
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D. The file will monitor user activity and send the information to an outside source.

Correct Answer: B

QUESTION 3

Which NIST IR category stakeholder is responsible for coordinating incident response among various business units,

minimizing damage, and reporting to regulatory agencies?

A. CSIRT
B. PSIRT
C. public affairs

D. management

Correct Answer: D

QUESTION 4

Refer to the exhibit.
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27.485297
27.423516
27 .843983
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Source

192.168.1.83
192.168.1.80
192.168.1.83
192.168.1.8@
192.168.1.83
192.168.1.80
192.168.1.83
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ip.addr — 152, 188.1.80 and top.pon—20E1 add hitp.request, full_urd

192.168.1.8@
192.165.1.83
192.168.1.8@
192.168.1.83
192.168.1.8@
192.1658.1.33
192.168.1.88
192.168.1.83
192.168.1.8@
192.168.1.83
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Protocol Length Info

HTTP
HTTP
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HTTP
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HTTP
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HTTP
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335 GET fnews.php HTTP/1.1

12... HTTP/1.@ 288 OK (text/html)
516 POST fadmin/get.php HTTP/1.1
519 HTTP/1.@ 208 OK (text/html)
276 POST /news.php HTTP/1.1

11... HTTP/1.8 28@ OK (text/html)
259 GET /flogin/process.php HTTP/1.1
68 HTTP/1.8 200 OK (text/html)
258 GET fnews.php HTTP/1.1

68 HTTP/1.8 200 OK (text/html)
258 GET flogin/process.php HTTP/1.1
60 HTTP/1.8 208 OK (text/html)
259 GET flogin/process.php HTTP/1.1
349 HTTP/1.8 280 OK (text/html)
148 POST fadmin/get.php HTTP/1.1
60 HTTP/1.8 484 NOT FOUND (text/html)
255 GET fadmin/get.php HTTP/1.1

66 HTTP/1.@ 208 OK (text/html)
259 GET flogin/process.php HTTP/1.1
68 HTTP/1.8 280 OK (text/html)

A network administrator is investigating suspicious network activity by analyzing captured traffic. An engineer notices
abnormal behavior and discovers that the default user agent is present in the headers of requests and data being
transmitted What is occurring?

A. indicators of denial-of-service attack due to the frequency of requests
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B. garbage flood attack attacker is sending garbage binary data to open ports
C. indicators of data exfiltration HTTP requests must be plain text
D. cache bypassing attack: attacker is sending requests for noncacheable content

Correct Answer: C

QUESTION 5

Which technology prevents end-device to end-device IP traceability?
A. encryption

B. load balancing

C. NAT/PAT

D. tunneling

Correct Answer: C
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