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QUESTION 1

How would you configure auditing to identify when an attacker has removed audit records?
A. Execute the command bsmconv +cnt and reboot.

B. Audit records already have sequence numbers by default.

C. auditconfig -setpolicy +cnt should be added to /etc/security/audit_startup.

D. auditconfig -setpolicy +seq should be added to /etc/security/audit_startup.

Correct Answer: D

QUESTION 2

Which two tasks can you perform using the Audit facility? (Choose two.)

A. generate an overview of CPU usage by users

B. generate an overview of disk space occupied by a particular user

C. generate an overview of which users recently changed their password

D. generate an overview of the network bandwith in use by a particular user
E. generate an overview of all the applications executed by a particular user

Correct Answer: CE

QUESTION 3

A web server administrator must configure an Apache 2 web server to start as the user webservd. The web server
administrator has been assigned the "Service Operator” rights profile. While attempting to set the SMF service property

start/ user, the web server administrator receives the following error message:

$ Jusr/sbin/svccfg -s svc:/network/http:apache2 svc:/network/http:apache2> setprop start/user = astring:
webservd Permission Denied.

Why does this error occur?

A. The Apache 2 web server must be started only as root.

B. Only the superuser is permitted to change SMF property values.

C. The administrator needs the solaris.smf.manage authorization.

D. The start/user property does NOT exist for the Apache 2 service.

Correct Answer: C
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QUESTION 4

To harden a newly installed Solaris OS, an administrator is required to make sure that syslogd is configured to NOT
accept messages from the network. Which supported method can be used to configure syslogd like this?

A. Run svcadm disable -t svc:/network/system-log.

B. Edit /etc/default/syslogd to set LOG_FROM_REMOTE=NO.

C. Edit /etc/rc2.d/S74syslog to start syslogd with the -t option.

D. Edit /lib/svc/method/system-log to set LOG_FROM_REMOTE=NO.

Correct Answer: B

QUESTION 5

Which command sequence would you use to verify that the public key is synchronized between security associations
(SA)?

A. Execute ipsecconf -f on the local system, and ipsecconf -l on the remote system.
B. Execute ipsecalgs -l on the local system, and ipsecalgs -s on the remote system.
C. Execute ipsecconf -1 on the local system, and ipsecconf -f on the remote system.
D. Execute ikecert certdb -l on the local system, and ikecert certlocal -1 on the remote system.

Correct Answer: D
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