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QUESTION 1

Given the command reported in /etc/dfs/dfstab from a system export: share -F nfs rw=foo,root=foo,ro /export Who can
write to this file system?

A. all users on system foo

B. the root user on system foo

C. the root user on systems foo and ro

D. all users on systems that have mounted this file system

Correct Answer: A

QUESTION 2

In which Solaris OS subsystem is User Rights Management implemented?
A. Process Privileges

B. Mandatory Access Control

C. Service Management Facility

D. Discretionary Access Control

E. Role Based Access Control (RBAC)

Correct Answer: E

QUESTION 3

The security group is testing software in a special lab which is configured in the same secure way as the production
servers. Some of the tested code might even be malicious. Due to budget restrictions, the available lab systems for
these tests have been reduced to only three remaining systems. The system administrator is responsible for quickly
reinstalling these systems over and over again. What way is most efficient to reliably accomplish this task?

A. Use compressed flash archives.

B. Use UFS snapshots and rollback as needed.

C. Use a checklist for installation with local media.

D. Use JumpStart with the Solaris Security Toolkit (SST).

Correct Answer: A

QUESTION 4
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A user started the ssh-agent followed by the ssh-add command.

Afterwards the user connects to a remote system by using the ssh command. What will this ssh command do?
A. It requires the user to enter their pass-phrase.

B. It generates new keys from the user\\'s pass-phrase.

C. It allows the user to authenticate through the GSS-API.

D. It authenticates without asking for the user\\'s pass-phrase.

Correct Answer: D

QUESTION 5

An NFSv4 client has a user jupiter from domain example.com. The NFS server is in the ficticious.com domain and
knows the user as jupiter as well. How would the server treat requests made by the client?

A. The server accepts the requests by the client as jupiter.

B. The server rejects a subset of the requests made by the client.

C. The server would reject all remote procedure call (RPC) requests.
D. The server would map the user to nobody and accepts its requests.

Correct Answer: D
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