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QUESTION 1

User saturn runs a program that consumes all of the system\\'s memory while continuously spawning a new program.
You decide to terminate all of saturn\\'s programs to put a stop to this. What command should you use? 

A. kill -u saturn 

B. pkill -U saturn 

C. pstop -U saturn 

D. kill `ps -U saturn -o pid` 

Correct Answer: B 

 

QUESTION 2

The security administrator is reviewing a Solaris Security Toolkit audit run against the global zone of a server. The
administrator discovers that the Basic Audit and Report Tool (BART) reports failures related to file changes in non-
global zones. How would the administrator correct this problem? 

A. In the global zone, create a BART rules file that excludes non-global zone file systems from the manifest. 

B. In the non-global zone, create a BART rules file that excludes non-global zone file systems from the manifest. 

C. In the global zone, edit the enable-bart.aud script and add options to the bart create command to exclude the non-
global zone file systems. 

D. In the global zone, edit the enable-bart.fin script and add options to the bart compare command to exclude the non-
global zone file systems. 

E. In the non-global zone, edit the enable-bart.aud script and add options to the bart create command to exclude the
non-global zone file systems. 

Correct Answer: A 

 

QUESTION 3

Within the context of file integrity, rules can be implemented to change the scope of the Basic Audit and Report Tool
(BART) manifest. Given the rule file: /home/bert/docs *.og[dt] CHECK all IGNORE mtime Which two statements are
valid? (Choose two.) 

A. All files on the system will be checked. 

B. The last modification time of all checked files will not be checked. 

C. Key words such as CHECK and IGNORE can NOT be used in a rule file. 

D. Only files with extension .ogt and .ogd in the directory /home/bert/docs will be checked. 

E. All files on the system will be checked, except for files with extensions .ogt and .ogd in the directory /home/bert/docs. 
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Correct Answer: BD 

 

QUESTION 4

You are configuring a new system to be used as an intranet web server. After you have installed the minimal amount of
packages and patched the system, you added the appropriate web server packages (SUNWapch2r and SUNWapch2u).
By default, the web server daemon will be started using UID webservd and the basic privilege set. To comply with the
company\\'s policy of least privilege, you need to minimize the privileges that the web server will have. What will you
modify to specify the privileges that the web service will run with? 

A. the PRIV_DEFAULT setting in /etc/security/policy.conf 

B. the defaultpriv setting of webserverd in /etc/user_attr 

C. the privileges property of the web service in the SMF repository 

D. the privs property of the web service in /etc/security/exec_attr 

Correct Answer: C 

 

QUESTION 5

A user tries to log in to a system using ssh and receives this message: The authenticity of host \\'example-01 (1.2.3.4)\\'
can\\'t be established. RSA key fingerprint is 00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff. Are you sure you want to
continue (yes/no)? Why is this message being generated? 

A. The user has never logged into example-01. 

B. The ssh-agent command is not running on the client machine. 

C. The user has entered an invalid password when trying to log into example-01. 

D. example-01 has changed its host key since the last time the user has logged into the system. 

Correct Answer: A 
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