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QUESTION 1

Your company is running a DNS test server on the internal network. Access to this server must be blocked by using IP
Filter. The administrator prefers that this access control is not obvious to someone trying to contact the server from the
outside. Which rule implements the access control but hides the use of IP Filter to the outside?

A. pass in quick on eri0 from 192.168.0.0/24 to any

B. block in quick proto udp from any to any port = 53

C. pass out quick on eri0 proto icmp from 192.168.1.2 to any keep state

D. block return-icmp(port-unr) in proto udp from any to 192.168.1.2 port = 53

Correct Answer: D

QUESTION 2

A security administrator is required to periodically validate binaries against the Solaris Fingerprint Database. While
attempting to capture MD5 file signatures for key Solaris OS files, the security administrator encounters the following
error: digest: no cryptographic provider was found for this algorithm -- md5 What command should the administrator use
to help determine the cause of the problem?

A. crypt

B. digest

C. kcfadm

D. openssl

E. cryptoadm

Correct Answer: E

QUESTION 3

A security administrator is required to periodically validate binaries against the Solaris Fingerprint Database. While
attempting to capture MD5 file signatures for key Solaris OS files, the security administrator encounters the following
error: digest: no cryptographic provider was found for this algorithm -- md5 What command should the administrator use
to help determine the cause of the problem?

A. crypt

B. digest

C. kcfadm

D. openssl

E. cryptoadm
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Correct Answer: E

QUESTION 4

A security administrator has a requirement to identify that changes have been made to files under a specific set of
directories. This requirement indicates that the control should check for changes to file ownership, permissions, and
content. What would best meet the needs of the security administrator?

A. Solaris Auditing

B. Process Accounting

C. File Alteration Monitor

D. Solaris Security Toolkit

E. Basic Audit and Report Tool (BART)

Correct Answer: E

QUESTION 5

The security administrator has been tasked to design a minimally installed centralized logging server. The administrator
needs to examine the packages included in the Solaris installation clusters to determine which metacluster will be the
best starting installation for the planned configuration. In which file on the installation DVD can the adminstratior find the
packages associated with each metacluster?

A. mountpoint /.cdtoc

B. mountpoint /.install_config

C. mountpoint /Solaris_10/Product/.clustertoc

D. mountpoint /Solaris_10/Product/.packagetoc

Correct Answer: C
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