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QUESTION 1

The network you are managing has many services. One of the servers on your network with IP address 129.157.10.10,
on the interface eri0, is an HTTP server. 

The HTTP server shown in the graphic has the Solaris IP Filter firewall enabled. The rule, which allows any incoming
Internet connections on the interface eri0 for the HTTP service, must be designed. 

Use three options to complete the Solaris IP Filter firewall rule. 

Select and Place: 

Correct Answer: 
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QUESTION 2

To more efficiently allocate and manage their network infrastructure, the Network Company is implementing Classless
Inter-Domain Routing. Which routing protocol is best suited to prepare for this implementation? 

A. ipCIDR-forwarding 

B. BGP 

C. RDISC 

D. RIPv2 

E. RIPv1 

Correct Answer: D 

 

QUESTION 3

Click the Exhibit button. 

A portion of the network you are managing is composed of a firewall system (fw-01) running the Solaris IP Filter firewall.
The fw-01 firewall has a rule set to log and NAT the web-int system with IP 192.168.1.10/32 as web-ext with IP
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129.157.1.10/32. 

Because the fw-01 firewall is logging its activity, which Solaris IP Filter user-level utility must you run to print only NAT
log records? 

A. ipnat -l N 

B. ipmon -o N 

C. ipfstat -n 

D. ipf -l N 

Correct Answer: B 

 

QUESTION 4

A system administrator is implementing Solaris IP Filter for the first time. Solaris IP Filter is enabled and an initial set of
filtering rules in /etc/ipf/ipf.conf is applied. 

Unexpectedly, the rules, as implemented, are preventing users from accessing the system. The administrator wants to
quickly restore user access to the system while troubleshooting incorrect rule processing in the configuration file. 

Which two commands should the administrator use? (Choose two.) 

A. ipf -f /etc/ipf/ipf.conf 

B. halt 

C. ipf -D 

D. ipf -Fa 

E. autopush -f /etc/ipf/pfil.ap 

Correct Answer: CD 
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QUESTION 5

Which two statements about Solaris IP Filter are correct? (Choose two.) 

A. Solaris IP Filter can be configured as an application-level firewall. 

B. Solaris IP Filter can be configured as a routing firewall. 

C. Solaris IP Filter can be configured as a host-based firewall. 

D. You must configure SunScreen software before running Solaris IP Filter. 

E. Solaris IP Filter blocks all packets by default. 

Correct Answer: BC 
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