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QUESTION 1

What is the matching rule syntax for a single condition?
A. any| all [ <condition>,<condition>,... ]
B. instance.compartment.id = '<compartment_ocid>'
C. variable =|!= ‘value’

D. Any {instance.compartment.id = ‘<compartment_ocid>',
instance.compartment.id = '<compartment_ocid>"}

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: C
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Writing Matching Rules to Define Dynamic Groups

Matching rules define the resources that belong to the dynamic group. In the Console, you can either enter
the rule manually in the provided text box, or you can use the ryle byilder. The rule builder lets you make
selections and entries in a dialog, then writes the rule for you, based on your entries,

You can define the members of the dynamic group based on the following:
* compartment ID - include (or exclude) the instances that reside in that compartment based on
compartment OCID
* instance ID - include (or exclude) an instance based on its instance OCID

* tag namespace and tag key - include (or exclude) instances tagged with a specific tag namespace
and tag key. All tag values are included. For example, include all instances tagged the with tag
namespace department and the tag key operations .

* tag namespace, tag key, and tag value - include (or exclude) instances tagged with a specific value for
the tag namespace and tag key. For example include all instances tagged with the tag namespace
departsent and the tag key operations and with the value ' a5 ',

A matching rule has the following syntax:

For a single condition:

QUESTION 2

Which of the following is necessary step when creating a secret in vault?
A. Vault-managed key is necessary to encrypt the secret

B. Digest Hash shouldbe created of the secret value

C. Object Storage must be created to run secret service

D. Shamir\\'s secret sharing algorithm should be used to unseal the vault
Correct Answer: A

https://docs.oracle.com/en/database/other- databases/essbase/21/essad/create-vault-and-secrets.html

QUESTION 3

Which WAF service component must be configured to allow, block, or log network requests when they meet specified
criteria?
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A. Protection rules

B. Bot Management

C. Origin

D. Web ApplicationFirewall policy
Correct Answer: A

Protection rules

Protection rules can be configured to either allow, block, or log network requests when they meet the specified criteria of
a protection rule. The WAF will observe traffic to your web application over time and suggest new rules to apply.

https://www.oracle.com/security/cloud-security/what-is-waf/

QUESTION 4

Where are logs stored?

A. OCI Object Storage

B. OCI File Storage

C. OCI Block Storage

D. Cloud Agent

Correct Answer: A

You can collect log data continuously from Oracle CloudInfrastructure (OCI) Object Storage. To enable the log
collection, create ObjectCollectionRule resource using REST API or CLI. After the successful creation of this resource

and having the required IAM policies, the log collection will be initiated.

https://docs.oracle.com/en-us/iaas/logging-analytics/doc/collect-logs-your-oci-object- storage-bucket.html

QUESTION 5

Which Oracle Data Safe feature minimizes the amount of personal data and allows internal test, development, and
analytics teams to operate with reduced risk?

A. data auditing

B. data encryption

C. security assessment
D. data masking

E. data discovery

Correct Answer: D
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