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QUESTION 1

Which technique does NOT help you get the optimal performance out of the Oracle Cloud Infrastructure (OCI) File
Storage service? (Choose the best answer.)

A. Limit access to the same Availability Domain (AD) as the File Storage service where possible.

B. Serialize operations to the file system to access consecutive blocks as much as possible.

C. Right size compute instances from where file system is accessed based on their network capacity.
D. Increase concurrency by using multiple threads, multiple clients, and multiple mount targets.
Correct Answer: D

Reference: https://www.oracle.com/a/ocom/docs/cloud/file-storage-performance-guide.pdf (6)

QUESTION 2

You have been asked to ensure that in-transit communication between an Oracle Cloud Infrastructure (OCI) compute
instance and an on-premises server (192.168.10.10/32) is encrypted. The instances communicate using HTTP. The
OCI Virtual Cloud Network (VCN) is connected to the on-premises network by two separate connections: a Dynamic
IPsec VPN tunnel and a FastConnect virtual circuit. No static configuration has been added.

What solution should you recommend? (Choose the best answer.)

A. The instances will communicate by default over IPsec VPN, which ensures data is encrypted in-transit.

B. Advertise a 192.168.10.10/32 route over the VPN.

C. Advertise a 192.168.10.10/32 router over the FastConnect.

D. The instances will communicate by default over the FastConnect private virtual circuit, which ensures data is
encrypted in-transit.

Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/transitrouting.htm

QUESTION 3

Your customer is running a set of compute instances inside a private subnet to manage their workloads on Oracle Cloud
Infrastructure (OCI) tenancy. You have set up auto scaling feature to provide consistent performance to their end users
during period of high demand.

Which step should be met for auto scaling to work? (Choose the best answer.)

A. OS Management Service agent (osms) must be installed on the instances.

B. Audit logs for the instances should be enabled.
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C. Service gateway should be setup to allow instances to send metrics to monitoring service.
D. Monitoring for the instances should not be enabled.
Correct Answer: B

Reference: https://docs.oracle.com/en-us/iaas/Content/Compute/Tasks/autoscalinginstancepools.htm

QUESTION 4

You are asked to implement the disaster recovery (DR) and business continuity requirements for Oracle Cloud
Infrastructure (OCI) Block Volumes. Two OCI regions being used: a primary/source region and a DR/destination region.
The requirements are:

There should be a copy of data in the destination region to use if a region-wide disaster occurs in the source region
Minimize costs

Which design will help you meet these requirements? (Choose the best answer.)

A. Clone block volumes. Use Object Storage lifecycle management to automatically move clone objects to Archive
Storage. Copy Archive Storage buckets from source region to destination at regular intervals.

B. Clone block volumes. Copy block volume clones from source region to destination region at regular intervals.
C. Back up block volumes. Copy block volume backups from source region to destination region at regular intervals.

D. Back up block volumes. Use Object Storage lifecycle management to automatically move backup objects to Archive
Storage. Copy Archive Storage buckets from source region to destination at regular intervals.

Correct Answer: D

QUESTION 5

Which two statements are TRUE about Object Storage data security and encryption in Oracle Cloud Infrastructure
(OCI)? (Choose two.)

A. Client-side encryption is managed by the customer.

B. Data needs to be decrypted on the client side before retrieving it.

C. OCI Vault Management is used by default to provide data security.

D. All traffic to and from Object Storage service is encrypted using TLS.

E. A VPN connection to OCI is required to ensure secure data transfer to an object storage bucket.

Correct Answer: AD
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