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QUESTION 1

A company has experienced an outage of their mission-critical website. Upon investigation, the Citrix Engineer
determines that the following command was executed on the website:

DROP TABLE table_name

Which security check would have prevented this issue?
A. HTML SQL Injection

B. Form Field Consistency

C. HTML Cross-Site Scripting

D. Field Formats

Correct Answer: A

QUESTION 2

Scenario: A Citrix Engineer needs to configure Application Firewall to handle SQL injection issues. However, after
enabling SQL injection check, the backend server started dropping user requests.

The Application Firewall configuration is as follows:

add appfw profile Test123 —startURLAction none- denyURLAction nonecrossSiteScriptingAction none —
SQLInjectionAction log stats- SQLInjection TransformSpecialChars ON — SQLInjectionCheckSQLWildChars ON-
fieldFormatAction none- bufferOverflowAction noneresponseContentType “application/octet-
stream”-XMLSQLInjectionAction none- XMLXSSAction none-XMLWSIAction none-XMLValidationAction none
What does the engineer need to change in the Application Firewall configuration?

A. Enable-XMLSQLInjectionAction none

B. Enable-XMLValidationAction none

C. Disable- SQLInjectionCheckSQLWildChars ON

D. Disable- SQLInjectionTransformSpecialChars ON

Correct Answer: C

QUESTION 3

A Citrix Engineer observes that when the application firewall policy is bound to the virtual server, some of the webpages
are NOT loading correctly.

Which log file can the engineer use to view the application firewall-related logs in the native format?
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A. Ivar/log/iprep.log

B. /var/nslog/newnslog
C. Ivar/nslog/ns.log

D. Ivar/log/ns.log

Correct Answer: D

QUESTION 4

The NetScaler processes HTTP/2 web client connections to the backend web servers by . (Choose the
correct option to complete the sentence.)

A. Converting the HTTP/2 headers to HTTP/1.1 headers and forwarding them to the web servers.
B. Dropping HTTP/2 requests as it is NOT supported by web servers.

C. Passing- through all HTTP/2 traffic to the web servers.

D. Converting HTTP/2 to HTTP 0.9 and forwarding the packets to the web servers.

Correct Answer: A

QUESTION 5

How can a Citrix Engineer configure a specific LDAP attribute in the nFactor implementation?
A. Specify the attribute in the LDAP server attributes field.

B. Change the order of the policies.

C. Add the attribute on the nFactor traffic policy.

D. Change the login schema and add the new attribute.

Correct Answer: D
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