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QUESTION 1

A Citrix Engineer observes the following event in the ns.log:

Aug 3 11:55:58 10.248.64.10 08/03/2015:15:55:58 GMT ATLONSO01 0-PPE-1:
default APPFW APPFW_STARTURL 406856 0: 10.248.13.13 11152-PPE1
LG+hd4LkcYiOyQVWvOTsCtSyiv00001 SPI Disallow illegal URL:
https://training.citrix.com/login

Which Application Firewall profile has blocked the URL?

A. SPI

B. APPFW_STARTURL

C. ATLONSO1

D. SPI Disallow illegal URL

Correct Answer: C

QUESTION 2

An attacker inserting a malicious code that compromises the trust relationship between users and a web application is
an example of a (n) attack. (Choose the correct option to complete the sentence.)

A. Cookie Tampering

B. SQL Injection

C. Form Field Consistency
D. Cross-site Scripting

Correct Answer: D

QUESTION 3

A Citrix Engineer has received the following message after setting up Application Firewall in Learning mode.

August 28 6 03:14:27 XXX.0.0.2.08/28/2017:03:14:27 GMT VPXExtProd01 0- PPE-0: default GUI CMD_EXECUTED
1670370 0: User CitrixAdmin- Remote_ip XXX.19.XXX.XXX-Command "show appfw learningdata WebPub_vs_af 1

startURL"- Status "ERROR: Communication error with aslearn"

What can the engineer perform to resolve the issue?
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A. Reinstall the Application Firewall license.

B. Reboot the NetScaler appliance.

C. Disable the Application Firewall feature.

D. Delete the Profile database and restart the aslearn process.

Correct Answer: B

QUESTION 4

Scenario: A Citrix Engineer has a project to enable Integrated Caching on a NetScaler for a Financial Consulting
company whose clients monitor their stocks in real time. Clients are reporting a delay in the displaying of the stock
values.

What can the engineer configure on the NetScaler to enable data to be presented to the clients in real time?

A. Dynamic Content Groups

B. Basic Content Group

C. Add another NetScaler

D. Static Content Group

Correct Answer: A

QUESTION 5

Which security option falls under the Negative Security Model for Citrix Application Firewall?
A. Start URL

B. HTML Cross-Site Scripting

C. Content-type

D. Signature

Correct Answer: D
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