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QUESTION 1

Scenario: A Citrix Engineer needs to configure the Application Firewall to do a credit card check using the command-line
interface (CLI) and configure the profile to obscure the credit card number. 

Which parameter will the engineer add in the CLI to encrypt the credit card numbers in the logs? 

A. -creditCardAction BLOCK 

B. -creditCardMaxAllowed 

C. -creditCardXOut ON 

D. -doSecureCreditCardLogging ON 

Correct Answer: D 

 

 

QUESTION 2

An attacker inserting a malicious code that compromises the trust relationship between users and a web application is
an example of a (n) _____ attack. (Choose the correct option to complete the sentence.) 

A. Cookie Tampering 

B. SQL Injection 

C. Form Field Consistency 

D. Cross-site Scripting 

Correct Answer: D 

 

 

QUESTION 3

A Citrix Engineer needs to protect a website that contains sensitive data such as employee ID numbers and customer
ID numbers. 

Which security check can the engineer implement to protect the sensitive data? 

A. Content-type 

B. Safe Object Check 

C. Field Formats 

D. CSRF Form tagging 
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Correct Answer: B 

The Safe Object check provides user-configurable protection for sensitive business information, such as customer
numbers, order numbers, and country-specific or region- specific telephone numbers or postal codes. 

 

QUESTION 4

Which two threats can be prevented by using IP Reputation? (Choose two.) 

A. Trojan horses 

B. Phishing Proxies 

C. Worm 

D. Compromised IPv6 web-server 

E. Compromised IPv4 web-server 

Correct Answer: BE 

 

 

QUESTION 5

The NetScaler Management and Analytics System (NMAS) needs to communicate with NetScaler instances on the
Microsoft Azure and Amazon Web Services (AWS) clouds. 

Which configuration must a Citrix Engineer make to meet this requirement? 

A. Layer 2 tunnel between NetScaler MAS and the NetScaler VPX instances. 

B. Layer 3 tunnel between NetScaler MAS and the NetScaler VPX instances. 

C. Layer 2 Tunneling Protocol (L2TP) connection to the NetScaler VPX instances. 

D. NetScaler MAS in the cloud. 

Correct Answer: B 
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