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QUESTION 1

A technician has been asked to confirm a specific browser extension does not exist on any endpoint in their
environment. Which is the VMware Carbon Black tool to use for this task? 

A. Enterprise EDR 

B. EDR 

C. Audit and Remediation 

D. Endpoint Standard 

Correct Answer: A 

 

 

QUESTION 2

When you share a report in Workspace One Intelligence with a specified user, how is the report shared? 

A. Desktop Notification 

B. Console Message 

C. SMS 

D. Email 

Correct Answer: D 

 

 

QUESTION 3

Which three common mitigations for social engineering attacks? (Choose three.) 

A. user training 

B. filtering Email attachments 

C. update Antivirus software 

D. remove applications 

E. blocking execution of suspicious files 

Correct Answer: ACE 
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QUESTION 4

Which three are key features of VMware Carbon Black Cloud Enterprise EDR? (Choose three.) 

A. self-service security remediation 

B. continuous and centralized recording 

C. attack chain visualization and search 

D. live response for remote remediation 

E. frequent Antivirus pattern updates 

Correct Answer: BCD 

Reference: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-enterprise-edr-
datasheet.pdf (2) 

 

QUESTION 5

If the Compromised Protection switch is enabled in Workspace ONE UEM, what is the expected behavior on
compromised devices in the environment? 

A. A tag is assigned to the compromised devices and the admin gets notification 

B. Compromised devices are automatically Enterprise Wiped 

C. A block is set for all network connections except to the VMware servers 

D. Devices are marked as non-compliant and the admin gets a notification 

Correct Answer: D 
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