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QUESTION 1

Which VMware product allows you to query an endpoint like a database? 

A. VMware NSX-T Data Center 

B. VMware Carbon Black Audit and Remediation 

C. VMware Workspace ONE UEM 

D. VMware Carbon Black Endpoint Standard 

Correct Answer: C 

 

 

QUESTION 2

Which would require a Layer 7 Firewall? 

A. block a specific port 

B. block a subnet range 

C. block a host 

D. block a specific application 

Correct Answer: D 

 

 

QUESTION 3

A technician has been asked to confirm a specific browser extension does not exist on any endpoint in their
environment. Which is the VMware Carbon Black tool to use for this task? 

A. Enterprise EDR 

B. EDR 

C. Audit and Remediation 

D. Endpoint Standard 

Correct Answer: A 
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QUESTION 4

Which VMware Carbon Black Cloud function allows an administrator to remotely run commands on protected
endpoints? 

A. Live Query 

B. Alert Triage 

C. Investigate 

D. Live Response 

Correct Answer: A 

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (26) 

 

QUESTION 5

What is the safe course of action for a USB disk of unknown ownership and origin? 

A. Do not connect the USB to any computer as it may be a USB Killer device 

B. Connect the USB device to your computer and allow the DLP software to protect it 

C. Connect the USB to a non-Windows device and examine it 

D. Connect the USB to an air gapped system and examine it 

Correct Answer: D 
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