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QUESTION 1

Which of the following is a disadvantage of implementing a Bring Your Own Device (BYOD) policy in a company? 

A. Increased cost for licensing mobile applications 

B. Configuring the corporate e-mail server to work with mobile devices 

C. Inability to control access to company data if the device is stolen or lost 

D. Providing training for employees on how to use mobile devices with company applications 

Correct Answer: C 

 

QUESTION 2

What should be your first step when troubleshooting a network connection that uses a cable modem? 

A. Ping the proxy server. 

B. Ping the default gateway. 

C. Ping local devices using their DNS names. 

D. Ping local devices using their IP addresses. 

Correct Answer: D 

 

QUESTION 3

Which security issue is most closely associated with wireless networks? 

A. Spoofing 

B. Wardriving 

C. Eavesdropping 

D. Man-in-the-middle 

Correct Answer: B 

 

QUESTION 4

Carlos is the Information Technology (IT) administrator for a small company. Over the past year, employees have been
using their personal mobile devices and smartphones for business use. This has reduced costs of purchasing new
devices for employees. Carlos is now considering whether he should stop supplying employees with company phones
and instead require all employees to use their personal smartphones for work. How can Carlos address the most
significant security vulnerability? 
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A. Develop a robust app to push security updates out to the various mobile OS devices 

B. Create an employee policy that requires employees to keep phones updated to the latest technology 

C. Create a policy that specifies acceptable use, ensuring security measures are in place for mobile devices 

D. Mandate that employees switch to the company\\'s mobile service provider to ensure security policies are enforced 

Correct Answer: C 

 

QUESTION 5

The Internet has enabled many new anti-social activities, such as online stalking, cyberbullying, and addiction to solitary
online activities. Which choice is the most feasible way for schools and parents to reduce cyberbullying? 

A. Monitor, track and record all online activity conducted by students. 

B. Teach teens that the use of online communication is a freedom of expression. 

C. Prevent students from accessing the Internet while at school so that they learn good habits. 

D. Educate students about cyber-ethics and the consequences of questionable online behavior. 

Correct Answer: D 
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