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QUESTION 1

Which of the following is a disadvantage of implementing a Bring Your Own Device (BYOD) policy in a company?
A. Increased cost for licensing mobile applications

B. Configuring the corporate e-mail server to work with mobile devices

C. Inability to control access to company data if the device is stolen or lost

D. Providing training for employees on how to use mobile devices with company applications

Correct Answer: C

QUESTION 2

Which term describes a compact personal computer that relies on a touch screen for input, generally uses a solid-state
drive instead of a traditional hard disk, and relies on wireless or mobile networks for connectivity?

A. Tablet

B. Laptop

C. Netbook

D. Portable media player

Correct Answer: A

QUESTION 3

Configuring a wireless network involves several steps. Which of the following is a task that should be performed to
configure and connect to a wireless network?

A. Configure a certificate authority and configure the trust settings.

B. Configure the wireless AP\\'s SSID, encryption level and shared key.
C. Connect your computer to the same network hub as the wireless AP.
D. Connect your computer to the same network switch as the wireless AP.

Correct Answer: B

QUESTION 4
Carlos is the Information Technology (IT) administrator for a small company. Over the past year, employees have been

using their personal mobile devices and smartphones for business use. This has reduced costs of purchasing new
devices for employees. Carlos is now considering whether he should stop supplying employees with company phones
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and instead require all employees to use their personal smartphones for work. How can Carlos address the most
significant security vulnerability?

A. Develop a robust app to push security updates out to the various mobile OS devices

B. Create an employee policy that requires employees to keep phones updated to the latest technology

C. Create a policy that specifies acceptable use, ensuring security measures are in place for mobile devices

D. Mandate that employees switch to the company\\'s mobile service provider to ensure security policies are enforced

Correct Answer: C

QUESTION 5

Which type of attack involves the installation of malicious code on personal computers or servers that redirects Internet
traffic from a legitimate Web site to an identical-looking but malicious imposter Web site?

A. Pharming
B. Spoofing
C. Phishing
D. Replay

Correct Answer: A
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