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QUESTION 1

Which of the following is most likely to address a problem with an operating system\\'s ability to withstand an attack that
attempts to exploit a buffer overflow?

A. Firewall

B. Software update

C. Intrusion detection system
D. Network scanner

Correct Answer: B

QUESTION 2

Which of the following is the most likely first step to enable a server to recover from a denial-of- service attack in which
all hard disk data is lost?

A. Enable virtualization

B. Contact the backup service

C. Contact a disk recovery service
D. Rebuild your RAID 0 array

Correct Answer: B

QUESTION 3

A distributed denial-of-service (DDOS) attack has occurred where both ICMP and TCP packets have crashed the
company\\'s Web server. Which of the following techniques will best help reduce the severity of this attack?

A. Filtering traffic at the firewall

B. Changing your ISP

C. Installing Apache Server rather than Microsoft IS

D. Placing the database and the Web server on separate systems

Correct Answer: A

QUESTION 4

Which tool is best suited for identifying applications and code on a Web server that can lead to a SQL injection attack?
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A. A vulnerability scanner

B. A packet sniffer

C. An intrusion-detection system
D. A network switch

Correct Answer: A

QUESTION 5

Jason is attempting to gain unauthorized access to a corporate server by running a program that enters passwords from
a long list of possible passwords. Which type of attack is this?

A. Brute force

B. Denial of service
C. Botnet

D. Buffer overflow

Correct Answer: A
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