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QUESTION 1

You have determined that an attack is currently underway on your database server. An attacker is currently logged in,
modifying data. You want to preserve logs, caching and other data on this affected server.

Which of the following actions will best allow you to stop the attack and still preserve data?
A. Pull the server network cable

B. Shut down the server

C. Back up the system logs

D. Force an instant password reset

Correct Answer: A

QUESTION 2

An application is creating hashes of each file on an attached storage device. Which of the following will typically occur
during this process?

A. An increase in the amount of time it takes for the system to respond to requests
B. Reduced risk of an attack

C. Increased risk of an attack

D. A reduction in the amount of time it takes for the system to respond to requests

Correct Answer: A

QUESTION 3

Consider the following image: From the information in this image, what type of attack is occurring?
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: james@jamey: ~

File Edit View Terminal Tabs Help

james@jamey:-$ sudo john /etc/shadow #
[sudo] password for james:

Created directory: /root/.john

Loaded 1 password hash (FreeBSD MD5 [32/32])

guesses: 0 time: 0:00:00:13 60% (2) c/s: 6120 trying: Valerie3
guesses: @ time: 0:00:00:14 64% (2) c/s: 6132 trying: Bootsie5
guesses: @ time: 0:00:00:18 80% (2) c/s: 6151 trying: 7faust
guesses: 6 time: 0:00:00:19 84% (2) c¢/s: 6159 trying: Sbenoit
guesses: © time: 0:00:00:20 88% (2) c/s: 6163 trying: Marlboros
guesses: 0 time: 0:00:00:22 96% (2) c/s: 6163 trying: Lasering
guesses: @ time: 0:00:08:23 (3) c/fs: 6114 trying: machons
guesses: @ time: 0:00:00:24 (3) c/s: 6108 trying: 49072007
guesses: 0 time: 0:00:00:25 (3) c/s: 6183 trying: motin
guesses: € time: 0:00:00:26 (3) c¢/s: 6106 trying: abentl
quesses: @ time: 0:00:00:27 (3) c/s: 6108 trying: sunkal
guesses: 0 time: 0:00:00:33 (3) c/s: 6122 trying: molasa
guesses: © time: 0:00:00:34 (3) c/s: 6118 trying: binams
guesses: @ time: 0:00:00:35 (3) c¢/s: 6117 trying: seacal
guesses: 6 time: 0:00:00:39 (3) c/s: 6130 trying: suphiele
guesses: @ time: 0:00:00:40 (3) c¢/s: 6130 trying: croutier
guesses: @ time: 0:00:00:43 (3) c/s: 6147 trying: 46633313
quesses: @ time: 0:00:00:44 (3) c¢/s: 6154 trying: stumbown
iuesses: ® time: 0:00:08:45 (3) c/s: 6159 trying: mrl37

A. A man-in-the-middle attack

B. A brute-force attack

C. A connection-hijacking attack

D. A spoofingattackD.A spoofing attack

Correct Answer: B

QUESTION 4

At the beginning of an IPsec session, which activity occurs during the Internet Key Exchange (IKE)?
A. Determining the number of security associations

B. Negotiating the authentication method

C. Determining the network identification number

D. Negotiating the version of IP to be used

Correct Answer: B
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QUESTION 5

You have implemented a service on a Linux system that allows a user to read and edit resources. What is the function
of this service?

A. Authentication

B. Data integrity

C. Access control

D. Intrusion detection

Correct Answer: C
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