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QUESTION 1

You are using a PKI solution that is based on Secure Sockets Layer (SSL). Which of the following describes the function
of the asymmetric-key-encryption algorithm used? 

A. It encrypts the symmetric key. 

B. It encrypts all of the data. 

C. It encrypts the hash code used for data integrity. 

D. It encrypts the X.509 key. 

Correct Answer: A 

 

QUESTION 2

You purchased a network scanner six months ago. In spite of regularly conducting scans using this software, you have
noticed that attackers have been able to compromise your servers over the last month. Which of the following is the
most likely explanation for this problem? 

A. The network scanner needs to be replaced. 

B. The network scanner is no substitute for scans conducted by an individual. 

C. The network scanner has atrojan. 

D. The network scanner needs an update. 

Correct Answer: D 

 

QUESTION 3

Which of the following is a primary auditing activity? 

A. Encrypting data files 

B. Changing login accounts 

C. Checking log files 

D. Configuring the firewall 

Correct Answer: C 

 

QUESTION 4

Which of the following activities is the most effective at keeping the actions of nae end users from putting the
company\\'s physical and logicalWhich of the following activities is the most effective at keeping the actions of na?e end
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users from putting the company\\'s physical and logical resources at risk? 

A. Configuring network intrusion-detection software to monitor end user activity 

B. Conducting a training session at the time of hire 

C. Reconfiguring the network firewall 

D. Assembling a team of security professionals to monitor the network 

Correct Answer: B 

 

QUESTION 5

Your organization has made a particularly unpopular policy decision. Your supervisor fears that a series of attacks may
occur as a result. You have been assigned to increase automated auditing on a server. When fulfilling this request,
which of the following resources should you audit the most aggressively? 

A. Authentication databases, including directory servers 

B. Intrusion detection systems, especially those placed on sensitive networks 

C. Log files on firewall systems 

D. Firewall settings for desktop systems 

Correct Answer: A 
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