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QUESTION 1

You have discovered that the Is, su and ps commands no longer function as expected. They do not return information in
a manner similar to any other Linux system. Also, the implementation of Tripwire you have installed on this server is
returning new hash values. Which of the following has most likely occurred?

A. Atrojan has attacked the system.

B. A SQL injection attack has occurred.

C. A spyware application has been installed. D. A root kit has been installed on the system.

Correct Answer:

QUESTION 2

An application is creating hashes of each file on an attached storage device. Which of the following will typically occur
during this process?

A. An increase in the amount of time it takes for the system to respond to requests
B. Reduced risk of an attack

C. Increased risk of an attack

D. A reduction in the amount of time it takes for the system to respond to requests

Correct Answer: A

QUESTION 3

You have been assigned to configure a DMZ that uses multiple firewall components. Specifically, you must configure a
router that will authoritatively monitor and, if necessary, block traffic. This device will be the last one that inspects traffic
before it passes to the internal network. Which term best describes this device?

A. Screening router

B. Bastion host

C. Proxy server

D. Choke router

Correct Answer: D

QUESTION 4

You have been assigned to provide security measures for your office\\'s reception area. Although the company needs to
provide security measures, costs must be kept to a minimum. Which of the following tools is the most appropriate
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choice?

A. Firewall

B. Intrusion-detection system
C. Camera

D. Security guard

Correct Answer: C

QUESTION 5

At what layer of the OSI/RM does a packet filter operate?
A. Layer 1

B. Layer 3

C. Layer 5

D. Layer 7

Correct Answer: B
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