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QUESTION 1

Which of the following is information shared via ThreatCloud? 

A. Compromised Machine IP Addresses 

B. Anticipated Attack Methods 

C. Sensitive Corporate Data 

D. Address of command and control servers 

Correct Answer: D 

 

QUESTION 2

Put these HTTPS traffic inspections steps in the correct order. 

a. 

Validates the web site\\'s server certificate 

b. 

Intercepts HTTPS requests 

c. 

Decrypts data from client and inspects clear text content 

d. 

Decrypts response from server and inspects clear text content 

e.

 Creates a certificate for use between gateway and client 

f.

 Encrypts data and sends data to web server 

g.

 Encrypts data and sends data to client 

h.

 Establishes a secure connection to the requested web site 

A. 

a, e, b, h, c, f, d, g 
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B. 

a, b, f, d, c, g, h, e 

C. 

b, h, a, e, c, f, d, g 

D. 

a, b, e, f, d, c, g, h 

Correct Answer: C 

 

QUESTION 3

Check Point\\'s IPS blade provides two pre-defined profiles. Which of the following definitions are correct? 

A. Default_Protection: Provides excellent performance with a sufficient level of protection. Recommended_Protection:
Provides the best security with a sufficient level of performance 

B. Default_Protection: Provides tracking only for troubleshooting purposes and evaluation prior to full implementation.
Recommended_Protection: Provides excellent performance with a sufficient level of protection. 

C. Default_Protection: Provides the best security with a sufficient level of performance. Recommended_Protection:
Provides excellent performance with a sufficient level of protection. 

D. Default_Protection: Is an uneditable profile that prevents all IPS related traffic. Recommended_Protection: Provides
excellent performance, flexibility to customize protections and actions, with a sufficient level of protection. 

Correct Answer: A 

 

QUESTION 4

When the feature ______________ is ON, the Gateway does not block DNS requests that were identified as malicious.
Instead it sends a false response with a bogus IP address to the client. 

A. Malware DNS Blacklist 

B. Malware DNS Trap 

C. Malware DNS Sinkhole 

D. Malware DNS Blackhole 

Correct Answer: B 

 

QUESTION 5

Which of the following is a searchable database of all known threats detected by sensors around the world? 
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A. ThreatCloud 

B. ThreatWiki 

C. ThreatSpect 

D. SmartLog 

Correct Answer: B 
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