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QUESTION 1

Among the authentication schemes SSL VPN employs for users, which scheme does Check Point recommend so all
servers are replicated?

A. User certificates

B. LDAP

C. Username and password
D. RADIUS

Correct Answer: D

QUESTION 2

Which of the following does IPSec use during IPSec key negotiation?
A. IPSec SA

B. RSA Exchange

C. ISAKMP SA

D. Diffie-Hellman exchange

Correct Answer: D

QUESTION 3

Identity Agent is a lightweight endpoint agent that authenticates securely with Single Sign-On (SSO). Which of the
following is NOT a recommended use for this method?

A. When accuracy in detecting identity is crucial

B. Identity based enforcement for non-AD users (non-Windows and guest users)
C. Protecting highly sensitive servers

D. Leveraging identity for Data Center protection

Correct Answer: B

QUESTION 4

Typically, when you upgrade the Security Management Server, you install and configure a fresh R75 installation on a
new computer and then migrate the database from the original machine. Which of the following statements are TRUE?
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A. Both machines must have the same number of interfaces installed and configured before migration can be
attempted.

B. The new machine may not have more Check Point products installed than the original Security Management Server.
C. All product databases are included in the migration.

D. The Security Management Server on the new machine must be the same or greater than the version on the original
machine.

Correct Answer: D

QUESTION 5

Based on the following information, which of the statements below is TRUE?

A DLP Rule Base has the following conditions:

Data Type = Large file (> 500KB)

Source = My Organization

Destination = Free Web Mails

Protocol = Any

Action = Ask User

All other rules are set to Detect. UserCheck is enabled and installed on all client machines.

A. When a user uploads a 600 KB file to his Yahoo account via Web Mail (via his browser), he will be prompted by
UserCheck

B. When a user sends an e-mail with a small body and 5 attachments, each of 200 KB to, he will be prompted by
UserCheck.

C. When a user sends an e-mail with an attachment larger than 500 KB to, he will be prompted by UserCheck.
D. When a user sends an e-mail with an attachment larger than 500KB to, he will be prompted by UserCheck.

Correct Answer: A
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